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Implications of Making 
Ballot Images and Cast Vote 

Records Public

In the wake of the 2020 presidential election, election offices nationwide have 
been met with public records requests at a level far outpacing prior years. 
These requests are critical to journalists’, academics’, and voters’ ability to hold 
government bodies to account, yet election offices are currently unequipped to 
process the volume of requests being received. 

Cast vote records (CVRs) and ballot images, defined below, are the two types of 
records most in demand. Proactively releasing these records to the public bolsters 
transparency and could reduce the volume of public records requests, saving 
limited resources. Many election jurisdictions already post CVRs or ballot images 
without issue: Los Angeles began making CVRs available to the public in the 
1980s when members of the public could rent tapes with what we now call CVRs; 
Dane County, WI, offers CVRs as a Do It Yourself Audit; and several Colorado 
counties piloted the public release of ballot images in recent elections.

Despite the clear benefits to transparency of releasing CVRs and ballot images, 
making these records public comes with trade-offs: Voters’ privacy might be 
compromised, and many election offices do not have the resources or technology 
to undertake this effort. Furthermore, vote buying becomes feasible when ballot 
secrecy is violated—an extreme, if less likely, potential ramification of making 
ballot images public.

These issues raise the question: How can under-resourced election offices meet 
heightened demands for transparency and accountability?

This explainer provides an overview of ballot images and CVRs and explores 
how making these files available online would affect privacy, transparency, and 
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efficiency. BPC’s Task Force on Elections will release an additional report later this 
year with recommendations on how policymakers can best advance transparency 
in elections.

D I S T I N G U I S H I N G  B A L L O T  I M A G E S  A N D 
C A S T  V O T E  R E C O R D S

State legislatures, state election offices, courts, and local jurisdictions determine 
whether CVRs and ballot images are available to the public. How ballot 
images and CVRs are collected, preserved, and classified differs across election 
jurisdictions.

Although CVRs and ballot images are often considered in tandem, each has 
distinct consequences for privacy, transparency, and efficiency. When proposing 
reforms, policymakers must be careful not to equate the two types of records. 

Ballot Images
Ballot images are digital renderings of every paper ballot tabulated in an election, 
similar to making a photocopy of the ballot and then storing it securely. Ballot 
images record any information contained on the ballot itself, including the ballot’s 
language; the ballot type (mail, early, Election Day, as well as unique formats for 
uniformed and overseas voters); the precinct; and the randomly generated unique 
identifier printed on the ballot as it is scanned.

Because ballot images capture everything on a ballot, including stray marks, write-
ins, and visible alterations, they might contain personally identifiable information 
if election officials do not redact it before posting. Even when voters are instructed 
not to identify themselves on their ballots, some voters invariably write their 
name, contact information, and signature on their ballot. This elevates the risk 
that making ballot images public will violate voters’ privacy and enables 
viewers of ballot images to know how those individuals voted.
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Example ballot image from Pueblo County 2020 general election (pages 1 and 2):

https://county.pueblo.org/clerk-and-recorder-department/ballot-images
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Cast Vote Records
CVRs are electronic records of how the marks on the ballot are tabulated as votes 
for candidates and on other ballot questions. They come in a variety of formats, 
some much easier for the public to examine than others. Some CVRs are in 
spreadsheet files that list the votes cast, with ballots in the rows and offices in the 
columns. Others are in less user-friendly formats, such as .json files, that require 
basic computer programming knowledge to analyze.

The specifics of what is included depend on the scanning device, state election 
policies, and individual precinct processes. Nevertheless, CVRs can indicate 
the ballot style (including mail, early, Election Day, or uniformed and overseas); 
political party for primary elections; and ballot language. They can also indicate 
precinct, candidate options, tabulator equipment utilized, and a randomly 
generated unique identifier printed on the ballot as it is scanned. CVRs might 
identify cases of over-, under-, or straight-party voting. 

Vote-capture devices are programmed according to statutory requirements and 
the specific needs of a jurisdiction. Because there is no common standard for 
the format of CVRs, even if all jurisdictions were to release CVRs publicly there 
would still be barriers to the kind of comprehensive, cross-jurisdictional analysis 
proponents hope for. 

Example Cast Vote Record from Leon County, FL, as included in Kurikawi et al: 

https://arxiv.org/pdf/2308.04100.pdf
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Options for How to Make Ballot Images and CVRs Public
There are several levels at which election offices could make records available: 
unavailable to the public, available via public record request, available online to 
registered voters or other limited groups, and available online to any member of 
the public.

What is available varies as well. Some offices opt to release both CVRs and ballot 
images online, while others release one or neither. Some election offices lack the 
technology to extract and release a CVR or to capture and store a ballot image. 

Some states subject CVRs and ballot images to state or federal records retention 
requirements, but others do not.1 Additionally, some states have different rules for 
how CVRs and ballot images are handled for ballots cast by mail and in-person. 
Rules on records retention and whether CVRs and ballot images qualify as voted 
ballots can affect whether they can be used as evidence in litigation over election 
results.

B A L A N C I N G  T R A N S P A R E N C Y,  P R I V A C Y, 
A N D  E F F I C I E N C Y

Both privacy and transparency can promote the public good and, when balanced, 
may increase the legitimacy of electoral institutions. Although it may be in 
the public interest for CVRs and ballot images to be shared, the benefits of 
transparency do not automatically supersede the right to privacy, or vice versa – 
one must always be weighed against the other. Different policymakers will weigh 
these trade-offs differently; the goal of this explainer is to help that decision be as 
informed as possible.

Privacy
The public release of ballot images and CVRs poses different types of risk to 
the privacy of individual voters. In different ways and to different degrees, the 
release risks enabling viewers of the records to tie a voter’s identity to their vote. 
These risks are especially heightened when precincts are small and write-ins are 
recorded. 

That said, many of these privacy risks are already present when reporting election 
results in small units, and policy options exist to minimize the risk of privacy 
violations. And while voters’ identities should stay anonymous to the public, 
they should stay anonymous to the authority that is processing ballots, too. In 
this light, shielding CVRs or ballot images from public record requests because of 
privacy concerns alone is still an incomplete implementation of the secret ballot.

Ballot Images
Despite instructions not to mark anything on their ballot other than their vote 
choices, a handful of voters sign their ballot or leave other personally identifiable 
information on their ballot. An example is when a voter changes their mind and 

https://twitter.com/dnichols99/status/1565854546336907268?s=21&t=TVkVCV9MPFlQ0TLZRm177A
https://www.pennlive.com/elections/2023/05/judge-rules-in-person-2020-ballot-images-in-pa-county-are-not-accessible-to-public.html
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crosses out their initial choice and marks another; this voter might leave their 
name or phone number in case an election official has questions about their 
choice. (Election officials are not permitted to act on this information and contact 
voters about their choices in any state.) 

When ballot images are posted online in their original form, any voter who has 
inadvertently added personal information to their ballot might no longer have 
a secret ballot, subject to the type of information disclosed and the assumption 
that the personal information present on a ballot image is always reflective of the 
voter’s identity. Although anecdotal evidence from election officials and academic 
research suggests that the number of voters who disclose personally identifiable 
information on their ballots is low, one cannot dismiss even a small number of 
privacy violations without a thoughtful and comprehensive assessment of trade-
offs—an assessment that does not exist today.

Risks that Apply to Both Cast Vote Records and  
Ballot Images

When a ballot image includes write-ins, voters could lose their anonymity if 
someone recognizes their handwriting. Alternatively, when write-ins are included 
on cast vote records or ballot images, voters could illegally “sell” their vote choice 
by including an agreed upon write-in, enabling the vote-buyer to identify the ballot 
and confirm other choices were marked as intended. 

Unique vote patterns also carry a risk of facilitating vote buying: A malicious actor 
invested in the outcome of one or two races could illegally instruct voters to fill 
their ballot out in a particular way, essentially creating a unique identifier for the 
ballot.2 This risk applies to both ballot images and CVRs. 

The Challenge of Small Precincts and Voting Methods with 
Low Utilization

When a precinct has a small number of voters, or when a small number of voters 
use a specific method of voting, it can be possible to infer an individual voter’s 
choices by joining information from a CVR or ballot image with a voter history file, 
which lists everyone who voted in a given precinct. This danger also exists when 
officials release election results at the precinct level, even when CVRs or ballot 
images are not included. Some states have addressed this problem by excluding 
these precincts from detailed reporting requirements.

In the first empirical study of how often election results identify voters, Shiro 
Kuriwaki, Jeffrey B. Lewis, and Michael Morse studied individual-level CVRs, 
which are publicly available in Maricopa County, AZ.3 They found that the public 
disclosure of CVRs could reveal less than 0.2% of any voters’ choices in the 2020 
general election in Maricopa County. The authors ultimately support public 
disclosure, arguing that privacy concerns can be addressed without withholding 
all CVRs.

https://arxiv.org/pdf/2308.04100.pdf
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The authors also argue that releasing CVRs coded by precinct and vote method are 
no more revelatory than releasing aggregate vote tallies for each precinct and vote 
method—undermining the argument that CVRs and ballot images pose new and 
disproportionate risks to voter privacy. Thus, if policymakers consider making data 
releases less granular to eliminate privacy vulnerabilities, they must do so across 
the board for CVRs, ballot images, and aggregate results.  

Transparency
The justification for providing access to CVRs and ballot imagines is that doing so 
would allow voters, civil society groups, journalists, and others to independently 
verify final counts, increasing the legitimacy of elections. Scholars have used cast 
vote records and granular data to explain surprising election results with ballot 
design or true voter behavior, as opposed to fraud.4,5,6 

Although transparency around election processes such as tabulation audits can 
foster public trust in elections, accurate interpretations of CVRs and ballot images 
require a sophisticated understanding of electoral infrastructure and procedures, 
not to mention the technical skill to be able to process the raw data. Particularly 
when data are not easily interpretable, the risk is heightened that—intentionally 
or not—someone could misrepresent the information to sow distrust in election 
results. That said, shielding records from the public also makes election offices 
vulnerable to claims of fraud and secrecy. 

CVRs are not user-friendly for the average voter due to their highly technical 
nature and the varying collection and formatting practices across states. Similarly, 
ballot images pose challenges for manual audits due to the high number of 
files needing to be processed. Although the files might not provide immediate, 
tangible takeaways for the general public, making them more accessible would 
enable researchers, journalists, and others to process the files into more digestible 
takeaways—thereby providing third-party validity to official reported results.7

Efficiency
Election offices are chronically under-resourced. Making CVRs and ballot images 
public has the potential to increase efficiency, but only when an office has a 
baseline level of operation that would enable it to make the records public and 
perform necessary steps to protect voters’ privacy. 

Ballot Images
Storing and publishing ballot images can be time consuming, both on Election 
Day and after:

• Activating the image capture capability of tabulators can slow 
tabulation, affecting both the efficiency of in-person voting sites and 
the speed of unofficial results reporting. Some jurisdictions do not 
have tabulators capable of capturing ballot images, and it is not an 
option for jurisdictions that count ballots by hand. 
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• Redacting personally identifiable information from ballot images 
before they are posted (essential to preserving voter privacy) also 
takes technology to process the images and labor to review and redact 
information. 

• Images need additional data storage relative to cast vote records or 
other simple files. 

Cast Vote Records
Some election offices lack the technology to extract and release CVRs, creating a 
barrier to public release. If the office does possess the technology to extract CVRs, 
adding the data to the election office website would likely entail some minimal 
labor costs, making the release a comparatively lighter lift than posting ballot 
images. Furthermore, CVRs would not require the manual redaction necessary for 
ballot images and have relatively smaller file sizes, resulting in lower data storage 
needs.

Time Spent Responding to Public Records Requests
The public availability of these records could reduce the time spent by election 
officials responding to public records requests and free them to focus on other 
essential components of their job. Yet while CVRs and ballot images are in 
demand right now, it is unclear how long this trend will last, or what the next in-
demand record will be. Fully funding election administration enables officials to 
be agile in response to shifting demands for transparency. 

P O L I C Y  C O N S I D E R A T I O N S

The secret ballot protects against vote buying and voter intimidation and is 
fundamental to a free and fair democracy. Certain policy interventions can 
safeguard privacy by preventing those with access to CVRs and ballot images from 
being able to tie vote choices to a voter. 

By implementing safeguards, policymakers and election officials can mitigate 
many of the privacy concerns associated with making CVRs and ballot images 
publicly available. That said, each requires technological or personnel resources—
resources many election offices do not have. For privacy measures to be successful, 
states must pair requirements with funding. 

With these trade-offs in mind, we offer several key considerations for 
policymakers:

• Establish a clear and uniform definition of CVRs and ballot images, 
ideally in coordination with other states and jurisdictions.

• Clarify which records are available via public record request and 
which are published online.

• Consider whether those attempting to access records posted online 
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should have to verify their identity or be a registered voter in that 
jurisdiction.

• Consider which approach to privacy is best for each state: 
suppression, aggregation, or random noise.

• Kuriwaki, Lewis, and Morse offer helpful context in their paper, 
explaining: “Broadly, there are three types of privacy policies currently 
used by election officials to reduce or eliminate vote revelation: 
some jurisdictions suppress certain election results that might be 
vulnerable to revelation, others aggregate small reporting units into 
larger reporting units, and one adds random noise to election results 
based on ideas related to differential privacy.”

• Recognize that many administrative concerns are a result of 
inadequate resources, and proactively work to sufficiently fund 
election administration.

Many of these considerations would be aided by collaboration with the U.S. 
Election Assistance Commission. The commission could aid in establishing 
industry standards for the content, preservation, and presentation of CVRs and 
ballot images, improving their usefulness in building legitimacy, trust, and 
transparency. 

L O O K I N G  A H E A D

As we approach the 2024 elections, interest in ballot images and CVRs is likely to 
persist. Policymakers must weigh the tensions between privacy, transparency, and 
efficiency as they devise solutions to meet the growing demand for access to these 
records. 

Public confidence in elections hinges on the accessibility of information at 
each stage of the process. Citizens have a right to participate in elections and to 
trust that the electoral process is valid. This legitimacy forms the foundation for 
accepting election outcomes as reflective of the people’s will.

A C K N O W L E D G M E N T S

BPC Elections would like to thank Shiro Kuriwaki of Yale University, Michael 
Morse of the University of Pennsylvania Carey Law School, Jeffrey B. Lewis of 
the University of California Los Angeles, and Charles Stewart III of MIT for their 
contributions to this paper. 

https://arxiv.org/pdf/2308.04100.pdf


10

Endnotes

 1    The California Elections 
Division interprets digital 
ballot images to be covered 
under the 22-month 
preservation rule. North 
Carolina’s statute on the 
preservation of ballots refers 
explicitly to “voted ballots and 
paper and electronic records 
of individual voted ballots.” 
The Colorado statute clarifies 
that a “ballot includes any 
digital image or electronic 
representation of votes cast.” 
Unlike California and North 
Carolina, Colorado designates 
CVRs as open record.

2  Jack Williams, Samuel Baltz, 
and Charles Stewart III, 
“Administering Instant Runoff 
Voting Elections: What Could 
Go Wrong?” As presented at 
the 2023 Election Science 
Reform and Administration 
Conference. Available at: 
https://esra-conference.
org/2023-conference/program 

3  Shiro Kuriwaki, Jeffrey B. 
Lewis, and Michael Morse, 
“The Still Secret Ballot: 
The Limited Privacy Cost 
of Transparent Election 
Results,” arXiv:2308.04100v1, 
Available at: https://arxiv.org/
pdf/2308.04100.pdf 

4  Joseph Bafumi, Michael 
C. Herron, et al., “Alvin 
Greene? Who? How Did 
He Win the United States 
Senate Nomination in South 
Carolina?” Election Law Journal: 
Rules, Politics, and Policy, 358-
379, December 2012. Available 
at: http://doi.org/10.1089/
elj.2011.0137. 

5  Jonathan N. Wand, Kenneth 
W. Shotts, et al., “The Butterfly 
Did It: The Aberrant Vote for 
Buchanan in Palm Beach 
County, Florida,” American 
Political Science Review 95(4): 
793–810, 2001. Available 
at: http://www.jstor.org/
stable/3117714.

6  Andrew C. Eggers, Haritz 
Garro, and Justin Grimmer, 
“No evidence for systematic 
voter fraud: A guide to 
statistical claims about the 
2020 election,” Proceedings 
of the National Academy of 
Sciences 118(45): e2103619118, 
2021. Available at: https://doi.
org/10.1073/pnas.2103619118.

7  Lonna Atkeson, Lisa A. Bryant, 
et al., “Auditing the Audit: 
An Examination of the 100% 
Independent Retabulation of 
the 2022 Primary Election 
Audit in Leon County.” 
As presented at the 2023 
Election Science Reform and 
Administration Conference. 
Available at: https://
esra-conference.org/2023-
conference/program 

https://www.sos.ca.gov/administration/regulations/current-regulations/elections/ballot-printing
https://www.ncleg.gov/EnactedLegislation/Statutes/PDF/ByArticle/Chapter_163/Article_20.pdf
https://esra-conference.org/2023-conference/program
https://esra-conference.org/2023-conference/program
https://arxiv.org/pdf/2308.04100.pdf
https://arxiv.org/pdf/2308.04100.pdf
http://doi.org/10.1089/elj.2011.0137
http://doi.org/10.1089/elj.2011.0137
http://www.jstor.org/stable/3117714
http://www.jstor.org/stable/3117714
https://doi.org/10.1073/pnas.2103619118
https://doi.org/10.1073/pnas.2103619118
https://esra-conference.org/2023-conference/program
https://esra-conference.org/2023-conference/program
https://esra-conference.org/2023-conference/program

