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Executive Summary

Many argue that large technology companies have too much power in the 
digital marketplace, and the remedy is to make systems interoperable and 
data portable. Policymakers have expressed interest in making Big Tech more 
interoperable, and several bills have been introduced in Congress with this 
intent. For cloud service providers (CSPs), this presents a challenge. Several 
large tech companies indeed lead the market. It is also true that these providers 
already promote interoperability and portability. In fact, most businesses use 
more than one cloud provider, and these cloud providers must continually 
develop their offerings to support interoperability and portability to meet 
customer needs. 

This report will provide several resources for consideration. First, we will 
review the basics of cloud computing and describe the common business 
models in the sector. This will help frame the benefits and challenges of a 
mandated interoperability and portability regime. Second, we will review the 
evolution of interoperability in the cloud, examining the work by civil society 
groups in developing standards and protocols. Third, we will review the current 
national and international policy landscape for cloud providers. Finally, we will 
discuss the regulatory approaches and their trade-offs, and what is next for 
interoperability and portability. 
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Introduction

Businesses and government agencies worldwide have increasingly adopted 
cloud computing, seeing it as a critical enabler for digital transformation and 
a way to access on-demand IT services over the internet. Cloud computing 
can support businesses by rapidly expanding digital services, such as online 
financial, retail, and health care services, and by digitalizing manufacturing 
and automotive activities.1 For governments, the cloud enables digital services 
to be delivered faster, cheaper, and with more agility, potentially benefiting 
citizen access across the board.

By using cloud services, private organizations and governments can 
undertake IT projects and test network concepts without lengthy procurement 
procedures and high up-front costs for computing software and physical 
data storage locations.2 Recent studies estimate that by 2025, more than 85% 
of organizations will embrace a cloud-first principle for their data storage.3 
Amazon Web Services (AWS), Microsoft’s Azure, Google, and IBM are the 
leaders in cloud services, with Amazon, Microsoft, and Google accounting for 
more than half of worldwide cloud spending as of 2022.4 But the cloud service 
sector is massive and diverse, with many smaller companies taking advantage 
of the relatively low cost of entering the field. One 2019 survey identified more 
than 550 cloud-only platform providers.5

As cloud computing has evolved over the years, customer demand has pushed 
providers toward developing interoperable solutions for the cloud. Major 
governments, international organizations, technology companies, and service 
users have often prioritized open source, interoperable, and open standards in 
their computing environments.6 This has led to a robust international effort 
by civil society groups to develop standards and best practices that promote 
interoperability. 

Even with these efforts, some have called for the U.S. government to regulate 
tech platforms, including cloud providers. As Congress considers different bills 
that would affect CSPs—such as the ACCESS Act—to address this complex 
and consequential issue, legislators and their staffs should understand both 
how cloud systems and cloud architecture impact customers and businesses 
and what the potential legislative and policy effects would be for CSPs and 
customers in both unregulated and regulated environments. The same 
holds true for data portability across the cloud. Careful consideration of the 
ramifications of, and impact on, cloud providers and customers must take 
place to understand how policy action—or inaction—would affect this vital 
economic sector.
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This paper will assess the current state of cloud interoperability and portability. 
It will also look at policy initiatives that aim to promote competition between 
cloud service providers and increase the purchasing power of organizations 
using these services by enabling them to access their data across different cloud 
platforms. This paper will further assess the potential positives and negatives 
for customers when providers implement cloud-based interoperability and 
portability policies. And this paper will highlight some challenges facing 
providers when they implement cloud interoperability and portability.
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The Cloud Context for 
Understanding Portability 
and Interoperability Policies

D E F I N I T I O N S  O F  C L O U D  S E R V I C E S 

Cloud computing systems involve the use or storage of data and applications 
in any one of three ways: IaaS, PaaS, and SaaS (definitions below). As cloud 
technology has evolved, these categories have become less delineated, and 
new offerings merit the development of new definitions.7 Applications have 
begun to provide broader macro services by offering parts of each category. 
These applications are generally one of three macro services: Compute, Storage, 
and Program. The categories align with customer needs because they reflect 
functional development needs. For the sake of defining how the cloud has 
developed to date, the following definitions describe traditional services:

• Infrastructure as a Service (IaaS): This contains the basic building blocks 
of cloud IT, such as physical servers and networking, and provides customers 
with access to processing, storage, networks, and other critical computing 
resources; these resources enable customers to deploy and run software, 
including operating systems and applications. IaaS provides customers  
with the most significant level of control and flexibility compared with  
PaaS and SaaS services but also requires the most significant level of 
technical skills and responsibilities on the customer’s part. Examples of 
IaaS offerings include Amazon EC2, Windows Azure, Rackspace, and Google 
Compute Engine.

• Platform as a Service (PaaS): This level of cloud services provides a 
platform upon which customers can build their systems from services and 
data that the customer either builds or acquires. The customer often has 
little to no control of the cloud infrastructure, but controls the deployed 
applications and configuration settings. Primary users tend to be software 
developers and engineers. Examples include Cloud Foundry and GitHub. 

• Software as a Service (SaaS): This enables the customer to use the CSP’s 
applications running on a cloud infrastructure. The applications are 
accessible from various client devices through a client interface, such as a 
web browser or a program interface. Customers of SaaS exercise the least 
amount of control over the service but are often able to use the service 
with little technical knowledge. Key examples are Slack, Trello, Office 365, 
Salesforce, and Dropbox.
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Figure 1

 
Source: Microsoft. Yamartino Harms, “The Economic of the Cloud,” Microsoft, November 2010, https://
news.microsoft.com/download/archived/presskits/cloud/docs/The-Economics-of-the-Cloud.pdf.

In Figure 1, you can see how these definitions align in services:

 
A newer functionality and definition is called Function as a Service. This 
emerged only recently as a functional area of the cloud, but is quickly being 
included in descriptions of core cloud components.

• Function as a Service (FaaS): This enables developers to deploy code in 
response to an event or as part of a beta launch of a new function in an 
application. Because developers do not need to incorporate server capacity or 
deployment planning with this service, they can focus on trying newer code 
functionality and scalability. 

FaaS presents a good example of how services are constantly evolving in the 
cloud. To meet business needs, CSPs are incorporating new services into their 
portfolio. As services blend offerings, it is increasingly difficult to differentiate 
between them and to define where one begins and another ends. This 
complexity should be a consideration for policymakers since regulations must 
be defined for implementation.

T Y P E S  O F  C L O U D  M O D E L S

A cloud model refers to the way in which a cloud computing service is delivered 
and consumed. There are three main models: public, private, and hybrid. We 
will also describe two emerging models: multi-cloud and federated cloud. 
Choosing the right model can depend on various factors, including the needs 
and goals of the organization, the type of applications being developed or 
deployed, and the level of control and customization required.
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• Public cloud: A public cloud is provided by a third-party vendor and gives 
users access to shared cloud infrastructure and capabilities. A public cloud 
can have lower start-up costs and scale more quickly relative to other 
options. Public clouds include the dominant platforms: AWS, Microsoft 
Azure, and Google Cloud.

• Private cloud: A private cloud is provided by a third-party vendor or 
in-house team and is designed for a specific user. A single organization 
operates it for internal use. A private cloud can have higher start-up costs 
and slower scalability than a public cloud, but it can provide more control, 
customization, and security for the user. 

• Hybrid cloud: A hybrid cloud combines elements of public and private 
clouds. It can have infrastructure that is on-site or exclusive to the user 
while sharing other cloud capabilities. A hybrid cloud combines some of the 
benefits and drawbacks of public and private clouds. 

• Multi-cloud: Multi-cloud is when a user uses multiple clouds. The 
difference between a hybrid and multi-cloud is that the former combines 
elements of a private and public cloud, while the latter involves using 
multiple public clouds. Multi-cloud can allow a user to reduce its 
dependence on any specific cloud provider. 

• Federated cloud: Like multi-cloud, it is a combination of interconnecting 
cloud computing services from either public, private, or federated cloud 
systems. This allows the user to access various cloud resources and services 
from different providers through a single interface rather than using 
multiple interfaces to access resources from different providers. This type of 
cloud is often deployed to support research or education. 

T Y P E S  O F  C L O U D  P O R T A B I L I T Y  A N D 
I N T E R O P E R A B I L I T Y 

Cloud portability and interoperability can be implemented in different ways, 
and below are some of the categories to consider.8 Cloud portability refers to 
the ability to move workloads and data between different cloud environments, 
either within the same provider or between different providers. Portability is 
important because it allows organizations to choose the best cloud solution for 
their specific needs regardless of which provider they choose. It also enables 
organizations to change their cloud environment as their needs evolve without 
incurring significant costs or disruptions.

Cloud interoperability, on the other hand, refers to the ability of different cloud 
systems to work together and exchange data and services. Interoperability is 
important because it enables organizations to leverage the strengths of multiple 
cloud environments and to build hybrid cloud solutions that combine the 
benefits of different cloud platforms. It also allows organizations to integrate 
their cloud systems more easily with on-premises infrastructure and other 
external systems. 
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Cloud Portability Explained 
Cloud portability refers to the ability of a cloud computing service or 
application to be transferred from one cloud environment to another with 
minimal effort and disruption. This can allow organizations to switch between 
cloud providers or move their workloads to different cloud environments as 
their needs change. Several factors can affect the level of cloud portability:

• Data Portability: Enables the reuse of data across different applications. For 
example, a business can use one cloud-based software product for Customer 
Relations Management (CRM) but later decide to use a different CRM 
product. The portability of customer data held by the cloud-based software 
product affects how easy it would be to share that data with another CRM 
solution. 

• Application Portability: Enables the reuse of application components 
across cloud services and traditional computing platforms. For example, 
a business can have an application built on a particular cloud service 
platform; but if it wishes to move to another cloud provider or to in-house 
systems, it might not be easy to move if the application uses features that 
are specific to the platform of that cloud provider, or if the platform interface 
is nonstandard. Application portability requirements can be aided by a 
standard interface exposed by the supporting platform. 

• Application Programming Interface (API): A software intermediary that 
allows two applications to interact and communicate. APIs are critically 
important to cloud computing and interoperability, as these interfaces 
create the bridge between services, applications, and data. APIs are also used 
to increase flexibility in systems; as new tech needs and applications are 
designed, APIs create a link between platforms.

• Containers: An abstract unit of packaged software that exists in the cloud 
and contains everything needed to run a program or process. Containers 
can run separate versions of an application, and multiple containers can run 
the same software package. This method of software development makes 
scaling and portability easy by allowing developers to move faster and 
deploy applications and updates efficiently.

• Platform Portability: There are two kinds of platform portability: (i) the 
reuse of platform components across cloud and noncloud infrastructure; 
and (ii) the reuse of bundles containing applications and data with their 
supporting platforms.

Figure 2

C O M M O N  C L O U D 
T E R M S

Cloud Data: Any data, 
files, documents, 
software applications, 
or other information 
that a customer uploads, 
creates, or processes in a 
cloud service.

Application: A group of 
computer programs that 
forms functions or tasks.

Instance: A virtual server 
that can be accessed 
remotely. Depending on 
the platform, it can also 
be a virtual machine.

Cloud Infrastructure: All 
the components needed 
to create a cloud including 
hardware, storage, and 
network resources. Clouds 
can be created on a home 
computer or centralized in 
a large data center.
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Cloud Interoperability Explained
Interoperability refers to the ability of different systems and applications to 
interface, connect, and communicate with each other. Interoperability can affect 
the relationship between services at different levels, such as the ability of a PaaS 
to interoperate with various cloud providers’ infrastructure, or horizontally, such 
as the ability of different software to interoperate with each other. 

• Application Interoperability: This refers to interoperability between 
applications deployed on the cloud and can relate to different applications 
running on different platforms, different applications on the same platform, 
and other variations thereof. Application interoperability is often achieved 
using Application Programming Interfaces (APIs).

• Platform Interoperability: This relates to interoperability between several 
platform components, which may be deployed on the cloud, in a traditional 
enterprise IT environment, or on client devices. Platform interoperability 
requires standard protocols for providing services and sharing data. 
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Evolution/Milestones of  
Interoperability and  
Portability 

Civil society and industry-led efforts have worked to address interoperability 
issues since the cloud’s inception, and they have developed several standards 
for developing interoperable platforms. Because interoperability has so many 
components, such as identity management, configuration, and data syntax, 
there are interoperability standards that affect parts of a cloud service stack. 
Other standards act as services, providing interoperability and APIs for 
cloud providers. Overall, the vast number of standards for cloud computing 
reflects the field’s complexity and diversity, as well as the need for different 
organizations and industries to have specific standards that address their 
unique needs and requirements.

A key milestone in the history of interoperability was the release of the Open 
Cloud Computing Interface (OCCI) in 2011. The Open Grid Forum developed 
this standard to provide a set of APIs and protocols that allowed different cloud 
systems to interoperate. The OCCI’s goal is to promote interoperability between 
different cloud platforms by providing a common set of APIs that all vendors 
can use. Since then, the concept of interoperability has continued to evolve, and 
many other standards and initiatives have been developed to enable different 
cloud systems and services to work together. These efforts include the Cloud 
Data Management Interface (CDMI), the Cloud Standards Customer Council 
(CSCC), OpenStack API, the Amazon Web Services API, and the Google Cloud 
Storage API. Listed in Figure 3 is a list of the most prevalent standards and 
governance frameworks. Many of these efforts started in the civil/academic 
space and represent years of collaboration and research. The organizations 
behind these standards continue to improve and update their work, leading to 
better interoperability standards.

Part of interoperability in the cloud involves standardizing computing 
processes and governance work across instances that are hosted internationally. 
Federated cloud governance is difficult within one organization and presents 
many challenges when confronted with multi-org, multi-national instances. 
Developing a compressive package has been part of a multi-year international 
effort led by the National Institute for Science and Technology (NIST) and the 
Institute of Electrical and Electronics Engineers (IEEE.) In December 2021, the 
IEEE published a set of interoperability standards for federated cloud systems 
based on NIST’s research and its own governance standards set in the NIST 
Special Publication 500-332.9 Comparable to a glossary, these two documents 
provide a reference that enables better integration of federated cloud systems.
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In addition to the management and governance of the cloud, the federal 
government has used its immense procurement power to drive standards across 
its enterprises. In 2010, the Office of Management and Budget announced a 
“Cloud First” policy as part of a 25-point plan to reform government IT. The 
following year it published the policy, which outlined guidance for agencies 
to consider cloud adoption as their first option in IT procurement. In 2013, 
NIST published the Cloud Computing Standards Roadmap, which outlined 
key standards and effectively created the default settings for government cloud 
systems. In 2019, OMB updated its cloud policy with the rollout of its “Cloud 
Smart” policy. This guidance focused on security, workforce development, and 
standardizing procurement practices.

Considerable progress has been made toward greater interoperability by way 
of Application Programming Interfaces (APIs). APIs enable interoperability 
between applications by acting as a go-between that relays specific 
requests and responses between two applications. Importantly, they enable 
interoperability without exposing the underlying systems to the security 
vulnerabilities that might arise from deeper access. 

Figure 3

E X I S T I N G  I N T E R O P E R A B I L I T Y  S TA N DA R D S  
A N D  P R O T O C O L S

OCCI - The Open Cloud Computing Interface is a protocol and API for IaaS and 
PaaS management tasks.

CIMI - Cloud Infrastructure Management Interface standard is an interface for 
the management of the cloud services and the operations and attributes. 

UCI - Unified Cloud Interface aims to provide a unified interface for entire 
infrastructure stack using semantic technology. 

mOSAIC - The mOSAIC platform and engine enable deployment, configuration, 
and management of applications using semantic technology. 

OVF - Open Virtualization Format standard provides open and platform-
independent packaging format for software solutions based on virtual systems. 

CAMP - Cloud Application Management for Platforms aims to standardizing 
cloud PaaS management API. 

TOSCA - The Topology and Orchestration Specification for Cloud Applications 
aims to standardize application description to provide portability and 
management. 

OData - The Open Data Protocol enables service creation to publish, share and 
edit resources via HTTP.

CDMI - The Cloud Data Management Interface standard defines interface for 
creation, retrieval, update, and deletion of data elements from the Cloud ISO/
IEC 27017:2015 standard, which provides guidelines for information security 
controls in the cloud.

ISO/IEC 19941 Cloud Computing Interoperability and Portability standard 
was published in 2017 and established common terminology and concepts. 
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B E N E F I T S  O F  C L O U D  P O R T A B I L I T Y 
A N D  I N T E R O P E R A B I L I T Y 

The effective implementation of portability and interoperability of cloud 
applications and platforms benefits cloud customers, businesses, and the 
broader IT ecosystem. Cloud portability and interoperability can allow 
businesses to more easily choose, combine, and integrate the best cloud 
solutions for their specific needs and price point. When well designed and 
properly executed, portability and interoperability can help spur competition 
and innovation and benefit consumers by preventing vendor lock-in.10 The 
two can further allow users to combine different cloud services that suit their 
needs for a multi-cloud approach. The most common use case for multi-cloud is 
when customers choose one public cloud for their application deployment and 
another for disaster recovery. This ensures that a company’s application has a 
backup, even if an entire cloud provider goes offline.

C H A L L E N G E S  O F  C L O U D  P O R T A B I L I T Y 
A N D  I N T E R O P E R A B I L I T Y 

Although portability and interoperability have benefits, their implementation 
can be challenging. Addressing technical challenges around how customers 
set up their applications (architect their cloud services) plays a substantial 
role in reducing the complexity and difficulty of switching cloud services and, 
ultimately, in preventing vendor lock-in. For example, cloud customers can use 
software packages that maximize the portability of their applications as well 
as microservices and APIs to reduce the complexity of their interactions with 
other applications. If a customer’s application includes complex code layering 
and detailed data structures, it will be harder to port it over to a new cloud 
service without risks and costs. 

Updating API and protocols can be a significant hurdle for customers since they 
are not normalized across service providers. This is particularly true for SaaS 
providers. There have been efforts to standardize API protocols, as detailed 
in the “Evolution/milestones of interoperability and portability” section of 
this report. Another challenge with cloud interoperability includes technical 
challenges associated with moving large amounts of data. This migration may 
also involve the transfer of sensitive data between different systems. Such 
transfers can require the implementation of additional security measures 
to protect the data in transit. Finally, the costs and time associated with 
transferring data across interoperability clouds can be a significant hurdle. 

From a portability perspective, certain applications may not work in new 
cloud environments and could require extensive recoding, while others may 
work well on hybrid or private clouds, depending on the new destination. As 
the number of cloud-based services grows and major providers expand their 
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services, these concerns decrease.11 As customers opt for more interoperability, 
they also face risks across critical sectors such as data security and privacy, 
technology, and compliance spaces.12 Some CSPs have created templates for 
customers to use on their platform that optimizes their data architecture and 
security. If a customer switches providers after having designed its processes 
for a particular provider, they may not get the same level of functionality or 
security without reworking their application’s code and data architecture. In 
many cases, cloud providers will offer guidance on how to avoid this issue.
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Public Policy

The United States does not have specific regulations that would streamline 
requirements for cloud interoperability and portability. Policymakers are 
considering various approaches to address cloud interoperability and data 
portability issues. 

F E D E R A L

At the federal level, members of the U.S. House of Representatives and the 
Senate have considered similar versions of the bipartisan Augmenting 
Compatibility and Competition by Enabling Service Switching (ACCESS) 
Act, which would put in place portability and interoperability requirements 
for digital platforms that meet certain criteria.13 The House version of the 
bill requires Federal Trade Commission approval for changes affecting 
interoperability interface, except with certain exceptions around “security 
vulnerability or other exigent circumstance.”14 These bills take a preemptive 
and mandate-based approach to portability and interoperability. 

The American Innovation and Choice Online Act (AICOA), sponsored by 
Sen. Amy Klobuchar (D-MN), has also garnered bipartisan support in the 
Senate. Although AICOA does not explicitly address the cloud, it contains 
broad interoperability requirements that would prohibit cloud providers from 
taking action that might “materially restrict, impede, or unreasonably delay 
the capacity of a business user to access or interoperate with the platform, 
operating system, or hardware or software features.” 

I N T E R N A T I O N A L  P O L I C Y  A P P R O A C H E S

The European Union’s General Data Protection Regulation (GDPR) was one of 
the first pieces of legislation to address issues relative to data portability, and 
it gives users the right to obtain their commonly used data.15 The proposed 
EU Data Act would give users the right to access the non-personal data they 
help create from the data holders without cost and delay in real-time; the 
EU’s Switching Cloud Providers and Porting Data (SWIPO) initiative lays out 
requirements for transparency and both infrastructure and software levels. 

The EU’s Digital Markets Act (DMA) puts in place obligations targeting 
large digital platforms it designates as “gatekeepers,” and the act has some 
interoperability requirements.16 The gatekeeper designation is based on several 
criteria pertaining to the platform’s size, gatekeeping powers, and level of 
entrenchment and durability. The DMA covers 10 core platform services, 
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including search engines, web browsers, and cloud computing services. 
Gatekeepers face stricter regulations in several areas. For instance, gatekeepers 
would have to allow the installation of third-party apps that interoperate with 
their operating system. 

Australia’s Consumer Data Right (CDR) was enacted with the goal of expanding 
individuals’ access and control over their data and giving consumers the ability 
to switch between products and services, beginning with the banking and 
energy sectors and then expanding to other sectors.17 Australia’s Data Standards 
Body within Treasury was tasked with creating technical standards for testing 
and sharing consumer data in accordance with the CDR.

Japan has passed the Act on the Protection of Personal Information (APPI), but 
this legislation and its subsequent amendments do not include provisions for 
data portability. India had planned to overhaul its data governance architecture 
in 2021, but those regulatory plans have been temporarily shelved due to 
recent political developments. The Organisation for Economic Co-operation 
and Development (OECD) has also examined the global prospects for data 
portability, interoperability, and competition across digital platforms.18 

U . S . - I N V O LV E D  I N T E R N A T I O N A L 
A G R E E M E N T S

Despite the lack of federal guidelines for data interoperability and portability, 
the United States has engaged with other nations in digital trade negotiations 
that included these key topics. The Agreement Between the United States of 
America and Japan Concerning Digital Trade recognizes the importance of 
interoperability. Also, it encourages the development of mechanisms to promote 
interoperability between the U.S. and Japanese regimes and their approaches 
to interoperability and data portability, potentially marking a significant step 
toward future U.S. trade negotiations with a digital component.19 The United 
States-Mexico-Canada Agreement (USMCA) was the first U.S. trade agreement 
to include a specific digital chapter. Although Digital Trade Chapter 19 did not 
expressly mention interoperability, the language supports increased dialogue 
on promoting development mechanisms, including the APEC Cross-Border 
Privacy Rules, that further interoperability of privacy regimes.20 Emerging 
international agreements on cloud computing, cloud services, and cloud 
standards involving the United States would be wise to consider domestic 
industrial and policy considerations and how other entities such as the 
European Union have addressed these complex policy challenges. 
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Regulation of the Cloud

Regulations involving cloud computing vary by jurisdiction, which can create 
different experiences for both users and cloud service providers. Overregulated 
policy environments can lead start-ups and others to choose an on-site data 
solution instead of choosing the cloud, resulting in higher costs, less efficiency, 
and reduced data flows.21 To deal with emerging opportunities and challenges 
associated with the cloud, the U.S. government has taken steps to develop 
a cloud-focused strategy since the Report to the President on Federal IT 
Modernization was released as a part of Executive Order 13800 in 2017 and the 
2019 Federal Cloud Computing Strategy.22 To alleviate the risks of inconsistent 
regulation and overregulation, policymakers should consider different options 
for the development and implementation of standards for cloud computing. As 
with any industry, policymakers need to understand the risks associated with 
overregulation that could stifle cloud service providers and prevent them from 
continuing to revolutionize data storage. 

As cloud computing has expanded across the United States and other advanced 
economies, governments have made several efforts to introduce regulations and 
guidelines to push service providers toward interoperability and portability 
between cloud service providers. Still, overarching policies such as the EU Data 
Act have broad implications.23 This legislation creates data and interoperability 
rules that require cloud providers and other data processing services to ensure 
customers can switch to another provider; builds safeguards against unlawful 
data transfer and access by non-EU governments; and implements portability 
measures that give connected device users the ability to share their data with 
third parties, potentially changing the data marketplace.24

S T I F L I N G  O R  S U P P O R T I N G  
I N N O V A T I O N

The U.S. government has successfully implemented data portability policies in 
the past; the most prominent example is telephone number portability, which 
requires telecommunications providers to allow users to take their numbers 
with them as they go from one carrier to another. Beginning in 2003, The 
Federal Communications Commission’s Wireless Local Number Portability 
(WLNP) program allowed customers to contact prospective carriers and 
transfer their phone number with a valid request; this permitted a transfer 
in as short as two and a half hours from the time of the request.25 Before the 
program’s establishment, customers were forced to change their numbers when 
changing mobile providers, and they often had to pay costly carrier charges 
without the option to port their phone numbers.26 Although customers still face 
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fees for changing carriers, they can do so in an environment where they do not 
lose all of their personal data. One report estimated that U.S. consumers saved 
$8 billion to $10 billion alone between 2005 and 2010 due to mobile number 
portability and the lowering of barriers to changing service providers.27

However, solutions to policy questions about data portability and 
interoperability in the cloud are more complex than previous regulatory 
frameworks, which were often developed without the cloud in mind. Cloud 
computing involves a complex interaction between software, hardware, and 
other infrastructure and can have more features relative to the telecom sector. 
As technological complexity evolves, policy frameworks are likely to become 
more complex as well.

Broad approaches and regulations across industries could easily create 
more barriers for both providers and users when it comes to both cloud 
interoperability and portability. Unknown consequences for well-meaning 
legislation could also have broad effects on government networks, individual 
users, and hybrid private and public networks. These consequences could 
unduly harm the start-up ecosystem, stifling innovation and development 
across the cloud. 

A C C E S S  A C T  A N D  C L O U D  
I N T E R O P E R A B I L I T Y 

In the 117th Congress, the ACCESS Act of 2021 was introduced. This bill aimed 
“to promote competition, lower entry barriers, and reduce switching costs for 
consumers and businesses online.” The legislation’s intention was to open 
closed tech platform services through interoperability and portability, which 
could lead to more choice and competition in the marketplace. For CSPs, this 
bill would have created regulations that stated: 

“A COVERED PL ATFO RM MAY MAK E A CHAN G E THAT 

MAY AFFECT IT S INTERO PER AB ILIT Y INTERFACE 

BY PETITIO N IN G TH E CO M M I S S IO N TO APPROVE 

A PRO POS ED CHAN G E . TH E CO M M I S S IO N S HALL 

ALLOW TH E CHAN G E IF, AF TER CO N SU LTIN G WITH 

TH E RELE VANT TECH N ICAL CO M M IT TEE TH E 

COM M I S S ION CON CLUDES THAT TH E CHANG E I S NOT 

B EIN G MADE WITH TH E PU RPOS E O R EFFECT O F 

UN RE ASONAB LY DEN Y ING ACCES S OR UN DERM IN ING 

INTEROPER AB ILIT Y FOR COM PETING BUS IN ES S ES OR 

POTENTIAL CO M PETIN G BUS IN ES S ES .”
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This language would have affected how cloud service providers use their APIs. 
As outlined in part one of this report, APIs are a key aspect of interoperability 
in the cloud and are the backbone of many services across the cloud sector. 
Critics of this legislation pointed out that it would require a government-
appointed “Technical Committee” to approve changes to APIs and that the 
language needed to be better-defined.28 Other groups argued that governing 
APIs would make it difficult to provide interoperable services on the cloud, 
undermining the bill’s key goal.29 It is true that API versioning is complex 
enough to merit concern if CSPs must seek approval for changes. APIs that are 
central to the functionality of a platform rarely change or are built with some 
level of adaptability. The common reasons for changing an API include:

• Additional functionality or capabilities for developers;

• Better performance or efficiency; 

• Address bugs or issues; 

• Improve security or address vulnerabilities; 

• Incorporate new standards, best practices, or technologies. 

The bill has not progressed but is a sign that some in Congress want to look at 
the regulation of CSPs. 

Overregulating the cloud with seemingly practical consumer protection 
measures or mandated data portability provisions could harm businesses 
in the long term, and regulators will need to carefully consider the policy 
ramifications of new rules or legislation. Incorrectly administered applications 
of data portability could harm providers in areas such as financial services, 
where individual data privacy is essential to providing online security and 
personalized services, often based on years of patronage. At the same time, 
increased interoperability in areas such as the cloud could reduce users’ 
security if regulations are not applied in a carefully considered manner, as 
different cloud platforms all currently offer their own security benefits and 
potential vulnerabilities. For instance, while interoperability can help a user 
rely on multiple cloud providers to reduce the risk of service disruption and 
data loss, it can increase points of vulnerability and complicate efforts to 
understand, model, and bound risk profiles.30 
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Next Steps Toward 
Interoperability and 
Portability 

To develop a successful cloud interoperability and data portability policy 
strategy, the opportunities and risks that accompany both an overregulated and 
an unregulated cloud computing ecosystem must be considered. Several policy 
approaches are possible. 

The first approach is market-driven and relatively permissive, with limited 
government intervention, complemented by voluntary or permissive 
standards and guidance set by industry, government, and other entities, or 
by a combination of these organizations. This market-driven approach would 
give private firms considerable flexibility to experiment and innovate while 
allowing for standardization in areas where firms can come together. In a 
competitive market, many industry participants might want to voluntarily 
enact portability and interoperability standards to attract customers worried 
about lock-in. A market-driven approach with limited government intervention 
is best in competitive markets, the risk of anti-competitive behavior is low, and 
concerns about the unintended consequences of mandating portability and 
interoperability are high.

A second approach is preemptive based on government mandates set by a 
legislature. This approach would require governments to mandate portability 
and interoperability standards for certain firms in advance. For instance, the 
ACCESS Act takes this approach by mandating portability and interoperability 
for firms that meet certain criteria. A preemptive approach is best when 
significant problems with market power and abuse exist are expected to arise; 
thus, this approach preemptively mandates portability and interoperability to 
address such problems, and the unintended consequences of this remedy are 
minimal or easily addressed. 

A third approach is mixed in which legislatures do not mandate portability 
and interoperability in advance and defer to market competition at first, but 
rely on government agencies to proactively look at when and where to impose 
stricter standards through such tools as litigation, regulatory discretion, and 
government procurement policies. The approach relies heavily on governmental 
agency discretion for identifying when to intervene. If policymakers take this 
approach, providing clear guidance to industry participants can help reduce 
uncertainty and encourage better compliance. A mixed approach could be 
slower to address issues relative to the preemptive approach, but it can provide 
more flexibility and discretion to minimize unintended consequences.
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The benefits and drawbacks of these three approaches should be judged on 
a case-by-case basis. For instance, an approach that might be best suited for 
telecommunication might not be the best for cloud computing. Considering a 
permissive approach, then identifying areas where a less permissive approach 
is desirable can help policymakers tailor proper policies. 

If the government believes a permissive approach is inadequate and decides 
to take either the mixed or preemptive approach, it should consider the 
unintended consequences of these approaches and strike the right balance 
between different trade-offs. Unintended consequences can include locking-
in standards that quickly become obsolete or are not well-tailored; reducing 
industry participants’ flexibility to react in real time to a major issue without 
facing legal liability; and security risks from easing data sharing among cloud 
providers. Addressing these issues is critical to achieving optimal policy. 
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