
Access to Federal Health Data:  
A Key Imperative for Improving Health and Health Care

Meeting Proceedings
On April 3, 2014, the Healthcare Leadership Council (HLC) 
convened a roundtable of public- and private-sector leaders 
in collaboration with the Bipartisan Policy Center’s (BPC) 
Health Innovation Initiative to explore the benefits of federal 
health data, current challenges associated with access 
and use, and the policy changes needed to support both 
the availability and utility of such data, while effectively 
managing and maintaining privacy.

The roundtable included more than 35 leaders representing 
numerous sectors of the health care industry, including 
academic and research institutions, hospitals and 
health systems, health plans, life sciences organizations, 
technology companies, and the federal government. 

To lay the foundation for the discussion, representatives 
from the Centers for Medicare and Medicaid Services 
(CMS), the National Institutes of Health (NIH), and the 
Department of Veterans Affairs (VA) provided an overview of 
current agency policies and procedures governing data-
sharing and access. 

Insights offered by participants in the roundtable discussion 
are summarized in this report.

Health Program
Health Innovation Initiative

Key Take-Aways

Benefits of Federal Data Access

Access to federal health data helps clinicians and other 
providers make better clinical decisions. It also supports 
emerging delivery system and payment models that have 
been shown to improve health and health care. Access also 
plays a key role in supporting consumer decision-making 
and improving population health. 

Key Challenges 

Challenges associated with federal health data identified by 
participants fall into three primary categories:

n Limitations on access to Medicare data 

n Lack of flexibility in Data Use Agreements 

n Restrictions associated with those who have a 
commercial interest

Policy Considerations

1. Further explore and encourage government-wide policies 
and standards for health data-sharing

2. Engage in a broad public discussion regarding situations 
where restrictions on health data access are appropriate

3. Expand access to federal data sets for health and health 
care improvements, with appropriate protections
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Current Federal Policies Associated 
with Federal Data Access
The “open government initiative” was created in 2009 
by the federal government to establish a system of 
transparency, public participation, and openness in 
government.1 Aimed at addressing multiple broad issues, 
its impact on health care is tangible. As part of this effort, 
several health-related federal agencies are currently 
engaged in increasing access to federal health data, 
including the Agency for Healthcare Research and Quality 
(AHRQ), the Centers for Disease Control and Prevention 
(CDC), CMS, the Food and Drug Administration (FDA), 
NIH, the Substance Abuse and Mental Health Services 
Administration (SAMHSA), and the VA. An overview of a 
subset of these efforts is provided below. 

Centers for Medicare and Medicaid Services

As the nation’s largest payer of fee-for-service claims, 
representing 35 percent of total national health 
expenditures, CMS is the largest source of data that could 
be used to improve the quality and cost-effectiveness of 
care.2 According to CMS, it already shares “more data 
in more formats” than any similar organization. With 
respect to questions about data reuse, CMS clarified that 
it allows reuse of data on a frequent basis, despite public 
misconceptions. 

CMS has specific rules and procedures governing the 
release of Medicare and Medicaid data, summarized in 
more detail below. Access restrictions vary depending 
upon the type and cost of data, the applicability of certain 

Benefits of Federal Data Access
American health care is moving at an unprecedented pace 
toward a data-driven, information-based system that will 
improve health outcomes, increase efficiency in health care 
delivery, and improve the quality of care. Health care data 
plays a critical role in these transformation efforts. 

The use of health data:

n Helps clinicians and other providers make better 
decisions, leading to higher-quality, more cost-effective 
care;

n Powers rapidly emerging delivery system and payment 
models that have been shown to improve both health and 
health care;

n Supports efforts to improve population health, including 
clinical and comparative effectiveness research, 
monitoring and responding to public health and 
safety threats, and measuring outcomes to support 
improvements;

n Empowers consumers by helping them make better 
health care decisions as well as understand and manage 
their own health. 

Given the promise of big data, the federal government 
has begun to promote new levels of data transparency 
and access for public and private entities. However, these 
current efforts are not robust enough to address the 
significant barriers that remain in appropriately accessing 
data that will allow these goals to be achieved. 
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of aspects of Part D data access, including whether its 
current ban on access to Part D Drug Event data for 
commercial purposes should be revised to allow access 
for research with a commercial purpose.11 The agency 
will review the comments received as it contemplates 
reforms to data access policies. 

The Department of Veterans Affairs

The VA participates in the Open Data Initiative which is 
intended to make information easier for the public to find 
and to facilitate its reuse by developers, non-profits, and 
other third parties to improve the quality and cost of health 
care.12 By serving as both a payer and provider for a high 
number of individuals with mental health or behavioral 
disorders, the VA operates amid heightened concerns 
about record privacy and consent. Also, data from veterans’ 
health records carry a higher risk for being re-identified 
(after de-identification) than other records because, in part, 
veterans are a smaller population. Due to such sensitivities, 
the VA generally releases data only to investigators with a VA 
affiliation, rather than entities outside of the VA. 

The VA does have an interest in facilitating greater data-
sharing, particularly for the purposes of collecting more data 
on the care that veterans seek outside the VA system. 

National Institutes of Health

NIH has taken steps to increase access to federal data. For 
example, it funds research that generates a greater volume 
and wide range of data in genome wide association studies 
(GWAS) and has extended the current policy to encompass 
data from a broader spectrum of human and non-human 
genomic research as part of this effort.13 In 2014, NIH 
developed an online database of genotypes and phenotypes 
to which researchers have access.14 The White House 
Office of Science and Technology Policy’s (OSTP) request 
to formalize policies on data-sharing sparked NIH’s current 
process of drafting internal policies governing different types 
of data.15 Such policies are expected to be released soon.  

NIH notes that future policies on data-sharing regarding 
genomic data will allow researchers to access sensitive data 
for legitimate uses. 

Discussion Summary

Access to Medicare Data

Ensuring adequate access to Medicare data is a widely held 
concern. CMS has specified that research using certain 

privacy-related laws and regulations, and availability of CMS 
resources. 

The agency only allows access to data after applicable legal 
procedures are followed, regardless of the type or urgency 
of request. However, legal procedures have evolved and will 
continue to evolve over time to make data more accessible 
for legitimate needs. CMS has specified that research 
using certain data must benefit CMS in its effort to monitor, 
manage, and improve the Medicare and Medicaid programs 
or the services provided to beneficiaries. 

CMS maintains a list of all the data that is collected within 
the Systems of Records (SOR).3 Any data with specific 
personal health identifiers is subject to the Privacy Act of 
1974, the Health Insurance Portability and Accountability 
Act (HIPAA), and other federal government rules and 
regulations.4,5 

CMS data falls into one of the three categories listed below: 

n Research Identifiable Files (RIFs) contain protected 
health information (PHI). RIF requests are subject 
to review by CMS’ Privacy Board to ensure that the 
beneficiary’s privacy is protected and the need for 
identifiable data is justified. CMS requires all RIF 
requestors to sign a Data Use Agreement (DUA).6

n Limited Data Sets (LDS), which contain PHI from which 
certain specified direct identifiers of individuals and their 
relatives, household members, and employers have been 
removed. LDSs also require DUAs.7 

n Public Use Files (PUFs), which have been stripped of any 
personal identifying information.8 

Embracing the administration’s open government initiative, 
CMS engages in the following key efforts:

n Qualified Entity (QE) Program: Created under the 
Affordable Care Act, the QE program provides a 
framework for improved access to Medicare Part A, Part 
B, and Part D data wherein compliant QEs are expected 
to combine Medicare data with data from other payers to 
create more accurate provider performance reports.9

n CMS’ Virtual Research Data Center (VRDC): A 
subscription-based tool for conducting research 
using CMS data. The VRDC offers researchers several 
advantages, such as less costly data and access to more 
timely data.10

n Proposed Rulemaking: In January 2014, CMS issued 
a proposed rule that invited comments on a number 
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Data Use Agreements

CMS requires external researchers to sign a DUA that outlines 
certain restrictions placed on the data. Several challenges 
are created by DUAs required by CMS. First, in ACOs, DUAs 
prohibit data-sharing outside of the requesting organization. In 
an ACO, this might restrict the appropriate sharing of health 
data among a beneficiary’s multiple providers. 

Second, DUAs generally require that the data be destroyed at 
CMS’ request, which can interfere with HIPAA tracking and 
compliance requirements. CMS is currently assessing ways to 
facilitate data access while preserving CMS control of its data. 

Restrictions Imposed on Those With Commercial 
Interest

Currently, restrictions to federal health care data access 
are imposed on organizations with a “commercial interest.” 
Entities with commercial interest can access public use files 
and limited dataset files.17 However, direct access to RIFs, 
which includes the Part D PDE data, is generally prohibited 
for these entities. The genesis and rationale for restricting 
commercial entities’ access to data is not well documented. 
Data access restrictions on commercial entities prevent these 
entities from using data for research that benefits the public, 
such as improving clinical trial design or studying the use 
and effectiveness of a treatment. Academic organizations 
have greater access to federal data because historically 
these organizations have tools in place—such as peer review 
procedures—that create limits on their use of the data. CMS 
acknowledges that academic organizations can also use 
data for commercial purposes rather than purely academic 
purposes and that the distinction between commercial and 
academic entities for the purposes of data access may need to 
be reconsidered. 

data must benefit CMS in its effort to monitor, manage, 
and improve the Medicare and Medicaid programs or 
the services provided to beneficiaries. Many roundtable 
participants believe that broadening this interpretation will 
create further benefits to both CMS programs and patients 
by dramatically increasing the bandwidth for research 
leading to increased care quality, system efficiency, 
and consumer satisfaction. While many restrictions are 
important and necessary, other current restrictions inhibit 
the true potential of data analysis in health care. 

For example, access to Medicare Part D Program data 
must be considered differently than Part A and Part B data 
because CMS placed new and significant restrictions on the 
use of Part D data when implementing the program. Under 
the Part D Program, private prescription drug plan sponsors 
must submit to CMS a Prescription Drug Event (PDE) 
record that contains comprehensive information for every 
prescription filled under a Part D plan, which includes more 
than 25 million Medicare Part D beneficiaries. When linked 
to other Medicare claims for hospitalizations and physician 
services, these data are a rich source of information about 
patterns of drug treatment, health outcomes, and adverse 
events among the elderly and disabled that, to date, 
have not been available. Currently, access to RIFs, which 
include the Medicare Part D data, is not allowed under 
a variety of situations—including when the researcher is 
associated with a commercial enterprise. CMS will consider 
reforming the program after it reviews comments received 
in response to its January 2014 Proposed Rule.16 In 
addition, the forthcoming proposed rule on accountable 
care organizations (ACOs) may be another opportunity to 
address access to federal data for Medicare Shared Savings 
Program participants.
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Policy Considerations
Based on insights shared by meeting participants and 
previous policy work, HLC and BPC offer the following policy 
considerations. 

1. As part of the administration’s open government initiative, 
the government should further explore and encourage 
government-wide policies and standards for health 
data-sharing. These would include uniform data access 
methods and usage agreements across federal agencies 
in order to simplify the process for organizations seeking 
data. Consistency across federal agencies could reduce 
confusion among data users and allow third parties to 
more efficiently analyze the U.S. health care system. 

2. The federal government should convene all stakeholders 
for a broad discussion of situations where restrictions 
on data access are appropriate. As a product of this 
discussion, government could establish a more consistent 
rationale for restrictions on health data that continue 
to exist. This discussion should revisit the feasibility of 
regulating access by intent of the researcher, rather than 
by the type of organization involved. 

3. Broaden efforts to share most federally held health data, 
when appropriate. Data collected from federal government 
programs, particularly those funding new and innovative 
care delivery models or tools, should be available for 
research, with appropriate privacy protections. Private-
sector organizations should have access to information 
on programs and services they deliver—particularly when 
this information supports decision-making. As partners to 
the federal government in national efforts to improve care 
while lowering costs, private-sector organizations should 
have access to the tools needed for success. 

Conclusion
Discussions during the HLC and BPC roundtable shed new 
light on key policy issues surrounding increased access 
to federal health data for improving health and health 
care in the United States. This meeting report touches 
briefly on the role of federal data and current strategies 
for increased access and sharing, and also offers crucial 
insights into some of the greatest challenges to future 
progress. Ultimately, it is clear that the federal government, 
along with additional public- and private-sector leaders and 
policymakers, must continue to foster and engage in the 
kind of rich dialogue that occurred during this roundtable 
discussion in order to move the nation forward toward better 
care and better health for all citizens.

A more structured definition of commercial interest 
that focuses on the use of the data as opposed to the 
organization that uses the data may be more appropriate. 
Roundtable participants encouraged CMS to expand the 
discussion of appropriate access to PDE data by entities 
with commercial interests to the broader, long-standing 
Department of Health and Human Services policy that 
denies access by commercial entities to federal Medicare 
A, B, D, Medicaid, and possibly other program datasets. 
Many believe it is time to reconsider this overarching policy 
that affects access to federal program RIFs in Medicare, 
including Part D, and in other federal health programs. 

These concerns are relevant for more than just government 
and commercial entities. Other efforts to leverage health 
data for system-wide improvement, such as those through 
the Patient Centered Outcomes Research Institute 
(PCORI), face possible challenges due to restrictions on 
data access and use. PCORNet—PCORI’s large, widely 
representative, national network for conducting clinical 
outcomes research—is designed to help a wider audience 
access health data in order to perform comparative effective 
research studies.18 

Several potential approaches to improve the current data 
restrictions imposed on commercial entities and other users 
were proposed during the HLC-BPC roundtable discussion, 
including: 

n Improving and expanding the current peer-review process 
used for academic research to commercial research;

n Educating patients about the benefits of data-sharing and 
expanded data access to facilitate higher levels of patient 
consent and cooperation;

n Issuing requests for information and holding future 
roundtable meetings to explore revisions to current 
data-sharing restrictions in a way that balances research 
needs and privacy protections; and

n Basing data access on considerations such as whether 
the entity is using data for the public good and whether 
the entity has appropriate data security measures in 
place.
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The BPC Health Innovation Initiative conducts research 
and collaborates with experts and stakeholders to advance 
recommendations that promote innovation and drive 
improvements in the cost, quality, and patient experience of 
care. BPC’s work in supporting the use of data to improve 
health and health care includes convening leaders and 
releasing numerous reports that address the electronic 
information sharing needs of both individuals and new 
models of care and the policies and strategies required to 
accelerate information sharing. See www.bipartisanpolicy.org. 
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