[image: image1.png]£\

BIPARTISAN POLICY CENTER




Special Presentation

The STATE OF DOMESTIC INTELLIGENCE REFORM 

remarks by:
mICHAEL aLLEN, director of the

national security preparedness group,

BIPARTISAN POLICY CENTER 
rep. lee hamillton,

national security preparedness

group co-chair
James Clapper, 
fomer director of national intelligence

8:30 am – 9:30 am

wednesday, october 6, 2010
Transcript provided by

DC Transcription – www.dctmr.com 
MR.
:  It’s my pleasure to introduce John Gannon is president of BAE Systems and intelligence services.  I should also note that BAE is a generous sponsor of this conference today, something that we very much appreciate the support from BAE and from John Gannon.  John has a long and distinguished career in the intelligence community.  He was deputy director of intelligence at CIA and also chairman of the National Intelligence Council in addition to numerous other intelligence community positions.  And most importantly, he’s a member of Congressman Hamilton and Tom Kean’s National Security Preparedness Group.  Without further ado, I’d like to introduce John Gannon.

MR. JOHN GANNON:  Thanks very much.  I appreciate it, Michael.  Our panel I think in comparison with the last one which, by the way, I thought was very well done.  Rich, terrific panel, very substantive and I think a natural segue to ours.  And we look at your panel as really focused more on operational issues and ours is more on reform which should push us a little bit further ahead to not only what problems we face but what we should do about them.  

We couldn’t have a more distinguished panel.  To my right, Michael Leiter.  And I always like to look at bios to learn things about people I didn’t know.  Michael was an EA-6B Prowler Navy pilot and also then moved on to assistant U.S. attorney in Virginia.  Was a graduate, by the way, of Columbia University and then Harvard Law School.  He became very well known in town for the great job he did as deputy general counsel and assistant director for the WMD, to the Rob Silverman Commission.  He then went to the DNI’s Office as a deputy staff director which gave him very broad experience across the agencies in the intelligence community.  And then went to the NCTC and ultimately in 2008 was appointed director where I think we all recognize he’s provided tremendous energy, intellectual leadership to that very important organization. 

Next to him, Mike Chertoff, also very well known to all of us, began his career as a federal prosecutor in New York and New Jersey.  He was assistant attorney general for the criminal division and actually oversaw the investigation of 9/11.  He was a federal judge in the Court of Appeals for the Third District, 2003 to 2005 when he became the – went to the cabinet as the director of the Department of Homeland Security.  He is also from Harvard, both undergraduate BA and his JD degree.

Next is Phil Mudd.  And Phil came from – (inaudible) – and the University of Virginia to CIA back in 1995 and he became very well known as a very successful analyst of Near East and South Asia, particularly a Middle East expert.  He ultimately became – he took charge of the Iraq analytic group at CIA.  He also worked in the National Intelligence Council and became a deputy for the National Intelligence Office for Near East and South Asia.  He worked in the National Security Council on Middle East issues.  He served in the Counterterrorism Center at CIA where he also rose to the number two position, deputy, there.  And then went to FBI where he assisted the FBI to develop an analytic capability and became the deputy of the National Security Division there.  

Pat Neary, a West Point graduate, about 30 years in the intelligence business, first in the Army and then a long distinguished career at DIA where he was known really for his forceful advocacy of collaboration across the intelligence community.  He became the principle deputy director and chief strategist for the ODNI back in 2005 and he held that job until this past year when he went to the Department of Homeland Security as the associated deputy under secretary for research in the Information and Analysis Directorate there.  

What we’ve heard from the other speakers this morning beginning with the DNI and moving to the last panel is the real challenge that is represented in domestic intelligence.  While our government is universally perceived to have no greater responsibility than to protect its people at home, we also are deeply committed as a people and a democracy to civil liberties, to privacy and to limited government.  And in addition to that, we have a really unified national effort impeded really by the fiercely defended federal versus state constitution prerogatives and legal authorities.  

But this is all against the background of challenges that are further complicated by the shrinking, fast moving world of globalization that blurs any enduring distinction between foreign and domestic intelligence.  IT driven globalization makes everything move faster across our borders including people, operations related information, destructive know how, finance and both cultural and ideological information to facilitate radicalization and recruitment of terrorists.  

Our adversaries that find our borders not as great a challenge as was once the case include weapons proliferators, international terrorists, organized criminals, narcotics traffickers, cyber warriors, human traffickers and countries working alone or in combination against U.S. interests.  So needless to say, we need a powerful collaborative network of intelligence and security agencies to counter this global threat to our homeland.  

So in this context, how do we define domestic intelligence?  How do we clarify that mission?  How do we assign rules and responsibilities to the multiple agencies that have a responsibility in this arena?  And how do we deal with the foreign and domestic requirements for integration of effort?  

So I’m going to turn right to the panel with the question, kind of a 30,000-foot question: from your personal experience, what do you see as the challenges that we face today in establishing an effective domestic intelligence capability?  And this is the part of the effort to look forward and then we’ll get into more of the details of how we proceed.  So Mike, do you want to kick off?

MR. MICHAEL LEITER:  Sure.  Thanks, John.  Thanks for the kind introduction.  And thank you to Congressman Hamilton and Governor Kean and the entire NSPG for running this I think excellent event.

I’d offer three quick observations.  First, as you noted, I think we have not yet fully defined what we mean by domestic intelligence and I think that continues to some extent to hamper reform and advancement.  What do I mean by we haven’t yet defined it?  

We understand basically what we’re trying to prevent, terrorist attacks or weapons of mass destruction or the like from entering the country or being in the country and used against us.  But I think there remains a significant, in some cases healthy skepticism of domestic intelligence, and I’ll now use a more pejorative term, domestic spying.  

And I think until we fully tackle kind of as a whole of government, the Congress, the American people, the executive branch, fully define the steps which we think are acceptable to take in providing security within the homeland with those that are not and have some clear boundaries, I think it will remain very difficult and we will have an unhealthy tension between the people frankly like me and like Sean Joyce from the FBI who was up here before who are trying to stop things from happening and those who very legitimately are also trying to ensure the civil liberties are properly protected.

The second observation I would make is that this is a moving target.  The threat – and I think Jim Clapper spoke to this – but the challenges have changed significantly.  On 9/11 we largely faced an enemy that was overseas but coming into the United States.  And today we still face that enemy but simultaneously we face an enemy that is here within our shores.  And those are U.S. persons who are here, who are lining themselves with al Qaeda’s ideology and pursuing terrorist attacks.  

And those two challenges, the overseas threat coming to the United States and the threat that is coming from within the U.S. require a very different set of tools and, again, I think highlight the need to have an intelligent conversation and discourse about the types of human intelligence, electronic surveillance, information sharing and analysis that needs to be used to combat that threat.  

Finally, I would just say we have to continue having a – we have to get passed step one in the information sharing debate.  I would say step one was we have to get away from need to know and move to need to share.  I think a phrase that the 9/11 Commission appropriately noted (in ?) its report, but we really have to be passed that now because the challenges of information sharing are again different than they were on 9/11, largely more complicated and implicates civil liberties and existing statutory frameworks in a way that the immediate information sharing challenges of 9/11 did not.

MR. GANNON:  Very good.  Mike.

FORMER SECRETARY MICHAEL CHERTOFF:  Well, again, I want to thank the governor and the congressman for having us.  I think it’s a very valuable conference to have.  I agree with what Mike said so I don’t want to repeat the same ground that he covered.  But I’d add two additional points.  

We’ve always had a bit of an issue with homegrown terrorism.  Even going back to 2001 and 2002 we were disrupting people that were training here, were plotting here.  But I think it’s probably become a little bit more of a threat now than it was four or five years ago and that’s part of the evolution of the threat over the last seven or eight years.  

We’ve been quite successful in making it difficult for non-U.S. citizens to get into the United States because of the way we collect information, whether we do it using sophisticated means or just collecting commercial data as we do with our incoming airline passengers and then analyzing that data for purposes of identifying people who are potential threats.  

And I should – as a footnote, it’s important to keep that capability up.  I know that right now the European Parliament would like to revisit some of the agreements we’ve made on collecting this information.  And I think that would be a terrible mistake to water that down.  

But the problem that we have domestically is that the ability to collect overseas and the kinds of techniques we use are not really going to work here at home because we’ve got a very distributed threat.  And as you deal with people who are not communicating necessarily overseas or maybe they’re getting on the Internet but they’re not dealing directly with people in other parts of the world, and as you have small groups or even lone wolves like Nidal Hasan at Fort Hood, the ability to capture what I would call a low signature type of threat becomes very, very difficult using traditional means.  

And that means we have to enlist literally state and local and community people to be part of the eyes and ears about what is brewing.  It’s going to be in this kind of environment the beat policeman who sees something funny or unusual that is likely to be able to detect one of the threads of a plot.  And we’ve seen repeatedly in the U.S. that sometimes it’s – like it’s a photograph development clerk who picks up a Fort Dix scheme and reports to the FBI and that results in unraveling a potential plot.  

So it’s going to put a premium on two things: educating people about what to look for and finding a way to aggregate the information that they collect so that it’s usable and can be looked at by a lot of different people.  

The second element is in a domestic legal context people make a big deal about the distinction between collecting information on advocacy or ideas on the one hand, which is protected, and collecting against people who’ve actually gotten to the point where there’s a predicate for saying they’re about to commit a criminal act or an act of violence.  

Here’s what the problem is: a lot of people believed that the process of radicalization, between the time you become radicalized and the time you put a bomb on, you know, weeks, months and years go by and you have a lot of time to spot the radicals who are going to become bombers.  I don’t think that’s true.  I think that what we’ve seen is that the distance between radicalization and putting a bomb on are sometimes days and weeks.  Some of the people that have been picked up in London, one minute they were apparently regular, ordinary citizens of Great Britain, and then within a very short period of time they became enamored of an extremist imam or some other radical website.  And then, within a few weeks later, they were ready to star mixing chemicals to set a bomb off.  

So what that means is we don’t have the luxury of drawing that line between incitement and advocacy on the one hand and predication in terms of a specific criminal and terrorist act on the other.  And we need to think about how we collect – we need to move a little bit to the left in terms of our ability to collect.

MR. GANNON:  Phil?

MR. PHIL MUDD:  Just a couple of points here.  The first is there is no such thing as domestic intelligence and I don’t think there ever will be in this country, nor do I believe there should be.  

I worked at the CIA and the FBI.  A CIA chief of station is a foreign intelligence officer responsible in a country like Pakistan for collecting strategic information about al Qaeda.  He is not responsible when a bomb goes off in Karachi.  He is not a security officer and is not responsible for geographic security, that is securing space in a foreign country.  He owns tactics to collect intelligence.  He does not own turf.  The Pakistanis do.  

The special agent charged in Los Angeles is responsible when a bomb goes off in Watts.  But that officer, that domestic security officer is not truly an intelligence officer.  That individual doesn’t own the tactics.  You can’t throw up a problem and say, I’ll put up intercept capability, I’ll put a human source next to this person, I’ll listen to their e-mails, steal their girlfriend, take their hard drive.  That special agent in charge, actually the assistant director in Los Angeles, owns the turf.  They don’t own the tactics.  

So my first point – and I’ll stop in a moment – is we have to drive toward an understanding of domestic security officers who are not foreign intelligence officers.  And I’m tired of hearing arguments that say, why don’t we do domestic intelligence better?  We don’t do it because we can’t in a country of civil liberties.  We do domestic security.  

Second quick point and that is how do we look forward?  When I trained as an analyst, we trained on how to break down a problem, how do you think about what you know, what you don’t know, what you think.  

One of the things I see about how we improve and how we go down the road is the digital exhaust that a human being leaves around the world, when they get on the e-mail, when they travel across the ocean is increasingly broad.  The amount of data we had in 1985 when I started – I was reading mail by paper when I started in ’85 versus the amount of data today.  You can’t believe if you’ve never served in a counterterrorism position how much information is coming in.  

So training people who specialize in tracking and understanding human beings.  Counterterrorism in newspapers is about plots.  Counterterrorism in practice is about people.  So increasing our sophistication and training about how we understanding tracking a people, and to close, how we understand the distinction of tracking that person overseas and tracking that person domestically.  

And to close on that thought, and again, to drive home the point on the distinction between domestic security and foreign intelligence, if our expectation of that security officer in Los Angeles is that they stop stuff hatched by three kids in a basement, get over it.  It ain’t going to happen.  

And I’m astonished about the amount of ink that’s splashed on pages about kids who are plotting pipe bombs in basements.  The worst things I saw in the FBI were gangs, drugs and child porn who are responsible for far more violence and far more threats than my nieces and nephews and your kids in this country than three kids in a basement who plot a pipe bomb, they might have been in e-mail connectivity with Awlaki.  They’re not a national security threat to this country.  Gangs, drugs and child porn are.  

So I think when we discuss national security, we also need a perspective about where nine years into this counterterrorism fits in to the broader security problems this country has.

MR. GANNON:  Phil, I gather you’re now retired.  (Laughter.)

MR. MUDD:  Is that a request to leave the panel?  Is that what you – (laughter).

MR. GANNON:  Pat, you are not retired.

MR. PATRICK NEARY:  Absolutely not and not anytime soon.  First of all, I’d like to also extend my thanks to the Bipartisan Policy Center and the NSPG for this topic specifically.  I think it’s long overdue.  

I used to mention when I was at the ODNI working on the strategy that domestic intelligence was the phrase we dare not speak aloud.  In fact, both the first and second national intelligence strategies don’t include the phrase domestic intelligence.  We went to great lengths to find other ways to craft it to get to that point without saying it.  So I think it’s very important that we have this discussion and Phil has kicked it off in a good way.  I think we can go further down that route.  

But back to your original opening discussion point, the key challenge I would say for us in terms of domestic intelligence is the maturation of the approach we have taken.  And that may sound fairly pedestrian but it is not.  

We consciously chose a certain approach to the task of domestic intelligence, a networked approach as opposed to a centralized MI-5 approach.  And we are now nine years into it but we are just nine years into it.  And something dramatically foreign and distinct from what we have done in the past so it required the old foreign intelligence community to adapt fairly quickly.  It required law enforcement agencies to adapt fairly quickly and it required new organizations, like my department, DHS, to stand up and develop capability fairly quickly.  

And so, that maturation has occurred and all of it’s occurred during active operations.  It’s not like we stopped and said, okay, let’s take some time off here and figure out how we do this and do it right.  We were in – we used to call in the Army live and fire arm training the whole way.  I mean, from day one, our successes were simply a good day and our failures were catastrophic and results for further investigation, and we’re still in that period.  We’ll not be out of it for some time.  

So maturation of our capabilities in that network are incredibly important and avoiding overreacting to any particular trend or any particular incident is absolutely critical.  It shows that networked approach, some describe it as a discussion between – a debate between centralization and decentralization in terms of the way we’re doing intelligence for the domestic side.  I think that’s actually not the best way to characterize it because when you talk about decentralized you’re talking about the absence of something.  Everyone understands the centralized approach to intelligence in MI-5, for example.  

A decentralized approach – what is that?  Well, in this case, what we’ve chosen to do is to build a network and there’s a number of things associated with that.  And I think it was a very wise choice.  Whether it happened organically or consciously I think we can debate and historians will probably weigh in on that.  But if you think about it, as Mike said, the threat we face is changing.  What better system to have to face a constantly changing threat than a network?  Networks are known to be adaptable so I think it was – (inaudible).  

And as Phil pointed out, I think it’s absolutely critical to understand that in our domestic sense we have certain privacy and civil liberties issues that are paramount and simply won’t allow us to build a large federal structure that is simply a target and perhaps a problem in future issues with civil liberties and privacy.  

And so there’s an enormous amount of capability out there that we have to harness and bring to bear.  There’s also an enormous number of challenges associated with that.  And again, continuing to build professionalism, continue to build a network and a partnership without overreacting to any individualism.  That’s an enormous challenge.

MR. GANNON:  We have three agencies here that have direct responsibility for analysis on the domestic side and NCTC being the kind of integrator of the foreign and domestic and FBI and DHS with fairly significant responsibilities for integrating information and intelligence for analysis of a domestic threat.  Yet the public hears almost nothing about assessments of the domestic threat.  We have regular either leaks or declassified information related to national intelligence estimates with regard to the foreign threat.  And they’re regular and almost predictable.  But do we actually have an ability to do a comprehensive sustained assessment of the domestic threat and why don’t we – if there is, why don’t we know about it?  Mike.

MR. LEITER:  Because we don’t leak as badly on this topic.  I take your question as a compliment.  I have to say that the amount of analysis, national assessments on the domestic threat both done by NCTC, FBI, DHS, also some by the National Intelligence Council, another part of the ODNI are quite extensive on domestic radicalization, different aspects of that, use of the Internet, tactics, techniques, procedures.  This is a – there’s a constant flow in a senior policymaker’s daily read book of intelligence that is on these very topics.  

Frankly – and I think Jim Clapper mentioned this this morning too – the fact that this is not in the public realm is because it’s supposed to be classified.  And I think it’s actually quite good that it is not.  To the extent that it does leak into the public realm, frankly, it makes my job in most cases much, much more difficult.

SEC. CHERTOFF:  We did a fair amount of this at DHS during the four years I was secretary.  And I think Mike’s right.  It was not generally for publication, although it was circulated within the community.  There were a couple of occasions when things leaked out and actually I got into a rather acrimonious situation with some members of Congress because they objected to the idea that we would analyze domestic radicalization because they view that as domestic spying.  Even though there were other members of Congress who – and I happen to think this was a good idea – actually wanted to have hearings on domestic radicalization.  But there was a real pushback on the part of some people who believed that even to talk about domestic radicalization, particularly because we’re dealing with matters that touch on religion, was just totally radioactive and hands off.  

And the problem is if you don’t ask question and look at the problem, you have no idea what the dimension of the problem is and you don’t want to find out about the problem goes off and then you’re looking retrospectively to see why you didn’t catch it.  

So I think we have to be candid about the fact that if we’re going to look at domestic terrorism which is largely motivated in this case by an ideology and the ideology does purport to reflect a religious view, as wrong as that may be, you’re going to wind up getting into some very sensitive areas in terms of what you look at, even if you rely totally on open source and public events.  I’m not even talking about intrusive techniques, just open public meetings, you’re still going to have people who object to even looking at the issue.

MR. GANNON:  So analysis is constrained by the same – (inaudible) – collection.

SEC. CHERTOFF:  Yes.  You can’t analyze what you don’t collect.  Right.

MR. GANNON:  Yes.  Yes.  Phil.

MR. MUDD:  Just a couple of thoughts on this.  I was a bit surprised by the question.  When I sat in government I thought there was a lot of analysis going on about potential violent domestic groups, a lot of it done by NCTC which I think is really one of the biggest success – maybe the biggest success story of intelligence reform.  So inside government I saw a lot of it with Mike.  I’m sort of happy not a lot got outside.  

But to pick up on what the secretary said, let’s be clear here.  Radicalization is not a crime.  Again, it’s the distinction between intelligence and security.  We could look at radicalization in Pakistan and say, where might a European kid find his way into the stream up to the tribal areas?  We have ecological radicalization in this country that leads people potentially to go blow up a fire station or an SUV facility.  You can be a radical in this country.  

So we don’t do the same kind of analysis, nor should we because you’re free to think what you want in this country so the distinctions between what you might see in terms of a foreign intelligence service, namely CIA, looking at activity overseas and what FBI or DHS would or NCTC might do domestically is a pretty significant distinction.  We look at people who have or are considering committing a crime.  And we have to think about those who are further back in the stream, how do you look at people who might become involved in clusters in New York City.  But we have to be extremely cautious about that because we’re a security entity.  We’re not an intelligence entity.

MR. GANNON:  Pat.

MR. NEARY:  There certainly is a role for some type of larger strategic context for public consumption in terms of the threats, both foreign and domestic.  But I agree with both the DNI’s comments earlier and Mike Leiter’s that it’s good that the amount of analysis we do stays within the community intelligence at its best informs policy and drives operations and that cannot be done publicly in many cases.  

We go to great lengths within DHS to derive the production of intelligence down to a level that can be disseminated to the state and local level, and we partner with the FBI, with NCTC through the ITACG to do that type of dissemination.  It’s a very difficult process to do.  

But if it simply flows willy-nilly out to the public writ large, what you do in effect is just cause alert fatigue because the average person out there in the street, how are they supposed to react to the constant scream of intelligence leaks about domestic threats.  What are they supposed to do with that?  That’s why we have governments and policy officials who are supposed to put forward what it is we’re going to respond to and how are we going to respond to it.  And there is a larger role for context perhaps in terms of a strategic document but I don’t think we are underserving the public by maintaining the intelligence in classified venues.

SEC. CHERTOFF:  You know, John, I – (inaudible) – issue four ways which I do think is an important issue here and that is the question, at what point it is appropriate to collect intelligence and to analyze intelligence – (off mike) – interpretation of the FISA law which the court review said it was wrong.  It was too constraining.  

So I would say there’s three separate questions.  One is when can you take action against somebody?  And there I think domestically it is a high standard.  We don’t just pick people up willy-nilly because they have radical thoughts.  People are allowed to be radicals.  

The second question is when can you use intrusive techniques against people, searches, wiretaps?  And we have a very detailed and well settled set of legal rules about when you can do that.  

But the third area which is still unsettled is when can you take publicly available information, stuff that occurs out in the street, you know the Blind Sheik 20 years ago preaching extremism and hate in a mosque where it’s open to the public or people publishing things that are inciting violence.  And when can you start to collect that without using intrusive techniques and start to analyze whether that is the ripening into a threat.  And I think that is what is presenting a real challenge now to people in this field.

MR. LEITER:  John, can I add?  I could not agree with Mike more on this topic.  I think he – (bend ?) the challenges well and again, this highlights to me the lack of consensus on what we, the national security, domestic security community, should or should not be doing.  

I’ll give you two quick anecdotes to illustrate that further.  In the months before Fort Hood I was testifying on behalf of the intelligence community advocating for the extension of certain aspects of the Patriot Act.  And I think for very good reasons people had some concerns.  And I got a lot of why should we allow you to continue to spy on Americans?  Several weeks later, in the wake of Fort Hood, I was back upon the Hill.  And I’ll tell you that a whole lot fewer people were complaining about me spying on Americans and a whole lot more people were complaining that I wasn’t spying enough.  That’s a tough line to walk.  

Similarly, in the four years that I’ve been in this job I have received many, many letters from many, many people about how we watch list too many people.  The day after 12/25, believe me, the letters were saying something a little bit different about watch listing.  

So these are the sorts of tensions we have.  And I’ll try to inform people the best I can as to what I think the best balance is to strike and then we’ll follow those rules.  But being whipsawed between these two extremes can be extremely problematic and very difficult to maintain, either security or protection of civil liberties.  

MR. MUDD:  If I could just pick up on Mike’s point for just a moment, that is the distinction between sitting at the table at the bureau and sitting at an operational table at the agency, if we collected against a couple of wrong numbers in Yemen, nobody cares.  If we collected, as we did – it’s called over collection – against numbers of the United States at the bureau, that is front-page news for some time.  

The important thing to note, the Bureau of Investigations was established in 1908 so you’ve got 102 years of rules.  Every time one of those mistakes is made, there’s a new set of rules established so the architecture that you’re operating in to collect information in the United States it’s not just what popular attitudes are now.  It’s what mistake was made 10 years and what 16 rules have been added since then.  And so the collection of information goes through this funnel that’s difficult but it also creates a mindset that says we have to be cautious because every time we make a mistake our ass is on the line, there are six more rules to follow.  And we did not have that at the agency.

MR. GANNON:  Okay.  If I take what Mike Chertoff and Mike Leiter have said and I think what you’ve added to it, Phil, domestic analysis is constrained by our inability to collect information and I think the extension of that argument would be that that it inhibits your ability to do collection that would be driven by better analysis.  So we are inhibited all around from doing the kind of net assessment of domestic threat that you can do on the foreign area.  I think that’s what I referred to.  

Back in 2000, the early 2000s, the president told our first responders that they were the first line of defense against terrorism and that we were going to develop a capability to give them the intelligence support that they needed to do their job for the country, to protect the homeland.  

The Homeland Security Act of 2002, as I recall, the new Department of Homeland Security was given the responsibility for collecting information from all the agencies that had it integrated into it about 22 but certainly Customs and Border Patrol, ICE, TSA, all with valuable information to contribute to a domestic analysis.  And FBI would do the classic intelligence work.  

Why has it taken so long to develop a model that does collect that information within DHS in a way that could be integrated with intelligence?  And my assumption is that we are not there yet at all.  So why are not there?  And what have we got to do to get there?  And I guess, Pat, you’d be the one in the hot seat there.

MR. NEARY:  John, I agree.  We’re not there yet.  But remember my comments about it being a network.  In fact, it’s a network of networks to include all the different elements of the JTTFs and the state and local fusion centers and the like.  When is a network ever completed?  It’s not.  And networks are optimized given certain circumstances.  Are we optimized?  No.  We’re certainly providing more information to the state and locals than we ever have in the past.  

And based on the outreach we do – I mean, I’ve spoken to group like the major city chiefs, talked to state and local fusion center directors.  They’ve witnessed a major increase in the amount of information they’re receiving, useful intelligence information and we regularly sample them to see whether – using statistical techniques whether what we’re giving them is scratching the etch of what they need.  And the results are encouraging but we still have ways to go.  

Part of that is that maturation I talked about which is working with that customer set in partnership to actually say, you know, what is you need?  If you talk to the beat cop, as Secretary Chertoff mentioned before, what he needs, they always would love to have the classic warning statement, the terrorists are in a bus and are coming down route 50 at 2:00 p.m. this afternoon.  The chances of the intelligence community, domestic or foreign, if you want to use those distinctions, stumbling across that information are slim and rare.  Occasionally it happens.  

What we will have is information on types and techniques and different indicators we can then pass along to state and locals.  And it’s a matter of our encouraging them, here’s what we can provide in terms of preparing them to be the eyes and ears on the road.  But remember, always, as I think Phil pointed out, they’re fundamentally law enforcement officers here.  They’re not intelligence collectors out there.  They’re doing it.  They’re learning a new role.  They’ve always done something like this as part of their job and now we’re asking them to do a little bit more and a little bit differently.  And so we’re trying to increase that amount of information to flow back from them.  

And, of course, think about it.  As we reach out across these 72 state and local fusion centers to the 18,000 law enforcement organizations, we’re reaching out to a non-hierarchical system where we have to encourage them to broad information but we can set some standards.  But I mean, it’s impossible to reach down and enforce it in a uniform fashion.  So you have places where they’ve come a long way – look at places like New York City where the threat was obvious, it’s done so well – and other areas where it’s far less well developed.  

And the state and local fusion centers – one must remember as opposed to the JTTS which are led by FBI – the state and local fusion centers are fundamentally local organizations.  They receive grant money from the federal government through DHS but they are local organizations.  So we don’t direct them on what to do or tell them how they’re going to do it.  We interact with them as a partnership.  So we’re trying to beef up their capabilities so that they can not only collect that local information and improve the quality of that suspicious activity reporting, for example, from law enforcement organizations, but also so then they can pass that back up to us.  

We spend a lot of time with NCTC talking about the DHS operational components that you mentioned, Customs and Border patrol, groups like that, to be able to provide the information and access to NCTC so that they can now reach into it.  And Mike is leading that effort to be able to access that kind of data as the threat changes and it becomes more important to have access.  

So come a long way, have a long way to go.  None of that is too surprising, even setting aside the obvious physical difficulties of the electronic infrastructure we’re talking about which I think is an aspect of this problem.  It’s been well reported and well understood but it’s just simply very difficult.  

MR. GANNON:  Could I ask just, Pat, and maybe Phil too since you’ve worked really down in the trenches.  What is – looking ahead, what do you want to define as the real constructive role for DHS and FBI on the domestic collection arena?

MR. MUDD:  One of the things, I think to be specific on this, we could and should do better in both organizations is – you know, when I went to the bureau in 2005 as a career foreign intelligence officer, I looked at the people involved in intelligence reform in Washington and virtually all of them – or many, most, about probably 80 percent or more were specialized in overseas foreign intelligence.  

And then I looked at the domestic network and you have 17,000, 18,000 police departments.  And I saw expectations that we do develop an intelligence architecture in the United States, you know, you collect according to a plan, you report according to standards, you analyze with decades of analytic tradecraft that would never work.  It can’t work in this country.   

So to be specific, what I would suggest we think about and where I think the bureau and DHS could do better is you’ve got 50 plus major city chiefs in this country – start thinking about how you deploy analysts and reports officers doing that reporting to the field when you have a problem like Somalia.  You know, we’ve probably got six, eight, 10 major cities in this country that had a Somalia problem – or probably still do – going to back to ’06, ’07, ’08.  

Maybe we should have said, let’s deploy teams out there to talk to the squads who work in those communities.  Those might be drug squads.  You look at Minneapolis, that’s a sort of an inner city environment.  It’s tough.  There’s a gang environment there well, and instead of expecting that everybody conform to a classic foreign intelligence standard, go out and start teaching people, hey, what are you hearing about people talking about Shabaab?  Can you ask all your drug sources about Shabaab?  Deploy that to the field instead of trying to deploy an understanding of foreign intelligence that can never be absorbed across 17,000 or 18,000 police departments.

MR. NEARY:  Yes.  I agree with Phil in that I don’t think it’s reasonable to try to standardize across the law enforcement community like that.  Of course, the major difference being differences in mission between the two organizations, the bureau and DHS.  

Obviously, our purview goes well beyond the CT function in terms of this particular area and transitions into other areas of homeland security intelligence as we refer to it, with an ability to protect the borders, work on natural disaster, cyber activities.  

So we have to reach out and use the fusion centers which are our primary venue for the two-way information flow to really provoke the sort of – elicit a sort of response we want in terms of the reporting and also provide the intelligence down and translate it.  We’ve had a real effort lately to beef up that capability.  And this goes to what you mentioned which is the best practice?  That is get the reports officers, get the analysts down, our own analysts down and out to the state and local fusion centers so that they can work there and become in effect a distributive production model which has been used in the past, most notably in the Department of Defense to be able to have people on the ground closer to the action, closer to the operational activities and use that as a means to improve the intelligence support.

MR. GANNON:  Okay.  Can I ask you and then ask Michael Chertoff to comment on regional organization for DHS?  DHS works with fusion centers but you suggested those are state – DHS does not have a regional organization.  Does it need one to achieve the goals that we’re talking about here?

MR. NEARY:  I’m not sure I follow you, John.  In terms of a sub-organization within DHS?

MR. GANNON:  Does it need a regional organization as well as a national organization, DHS?

MR. NEARY:  I don’t foresee a need for that.  I believe that the network structure with DHS main operating with the operational components directly underneath it.  And then the fusion centers which in effect, when we look at them, there’s 72 of them.  There’s a regional breakdown there, again, since we don’t control it necessarily, it may not be the most rational breakdown but certainly you could do a bakeoff and competition over time to see which ones work best, which ones don’t.  So I don’t see a need to go a regional sub-organization.

MR. GANNON:  Okay.  Let me ask Michael Chertoff.  This has been an ongoing question?

SEC. CHERTOFF:  Yes, but the last thing I’d like to see is another layer in the organization.  I think Pat’s right.  This is a network approach.  The one thing I would add is – and we talked about this just three, four years ago, Los Angeles began suspicious activity reporting when Bill Bratton was running the department.  And the idea we had was – I don’t know if it’s been executed on – but what we started to talk about doing was making servers available on which all of these fusion centers could populate it with information.  

You obviously do have to have some standard so that this stuff is formatted in a way that can be worked with.  But the idea was not to have DHS or the FBI with the federal government be the gatekeeper, in other words, not have all the information comes up to the feds and then the feds decide who takes action but rather to have it open to anybody so anybody from a participating agency could look at the material, analyze it in terms of what they’re seeing in their own community.  The feds would have to have visibility so you could analyze it and get the benefit of it.  

But you don’t necessarily want to tell – if Boston sees something coming out of LA that matches with something that’s occurring in Boston, you don’t necessarily want to say, stop, and you can’t do anything or pursue it until the federal government makes a decision about whether this is worth pursuing.  You want to let them go and do what they’re going to do.  

Now, this comes back to the civil liberties point.  There are a lot of people who don’t like that because that does put more information in the hands of people at the local level and that creates a lot of nervousness.  So that’s an issue, as Michael Leiter points out, we have to resolve.  

Do you want to keep it – you know, the Europeans are totally the other mode.  Europeans, it’s all tightly held, compartmented.  They love stovepipes.  They want to keep stovepipes.  And I guess they’ve made a decision or at least the leaders have made a decision that if that means they’re missing things and bombs goes off, so be it.  I thought that the decision in this country after 9/11, certainly is ratified by the 9/11 Commission, was we want to go the other way.  We wanted to bring together.  But that’s a debate we have to maybe take another look at.

MR. NEARY:  John, if I could just add on there.  That is the way it’s been implemented, secretary.  And as you mentioned that, it just reminded me of one of the comments made earlier I wanted to foot stomp on and that is you mentioned that the challenge of the tradeoff between privacy and civil liberties, which are paramount, must be protected and it the domestic intelligence mission is complicated by the speed of radicalization which is an arguable hypothesis that we could talk about here.  But certainly it’s become an issue of late.  

I think the other complicating factor there is the increasing capability, the violent capability of individuals which the community has forecast correctly going back, John, to actually work you did on the 2010 estimate, forecast saying that individuals who increasingly have destructive capability that states normally only reserved in the past.  

When you have the ability of someone to become radicalized quickly and to do something dramatic – and I’m not saying a pipe bomb in the local police officer’s mailbox.  I’m talking about releasing a chemical or biological weapon or a radiological device.  Now it does raise to national security levels.  And you can’t wait until the moment that the theoretical plan, drop the van off in the middle of Times Square before you decide it’s going to be a national security issue.

MR. GANNON:  Thank you.  Before I turn to Q&A, let me throw one last question out and brief answers if possible.  The MI-5 model, centralized domestic intelligence service.  It’s been proposed.  It’s still out there to some degree.  What’s your view of that proposal?

MR. LEITER:  I think in our traditions, first of all, it’s a nonstarter.  Second of all, practically it’s an especially good idea.  I think MI-5 is a wonderful service.  I think if you look at other country and even in the UK, one of the challenges they constantly face is the effective sharing of information between their domestic intelligence services and their domestic law enforcement services.  Some countries are better at it than others but we actually do have an advantage right now in some ways that within the FBI you have both sets of authorities combined.  It doesn’t mean, as Phil has noted, that you’re going to have an easy transition to becoming a better intelligence organization and in some ways you never will be, like the CIA.  But I personally think that the MI-5 model is undoable and not a good idea.

SEC. CHERTOFF:  I feel it’s like déjà-vu all over again.  I remember having this discussion eight years ago and I thought it was a bad idea to change what we do.  Then I think it’s a bad idea now.  

One thing I would like to take issue with which is embedded in that argument and that is that the FBI can’t do a good job in terms of analysis of intelligence.  So I go way back to the days when we launched an attack on traditional organized crime and we prosecuted the five families and actually the leadership of the mafia, the commission.  

And those cases were built by agents collecting intelligence, literally thousands and thousands of surveillance reports, lawful wiretaps, informants to get a whole picture of the organization.  And that allowed us to penetrate through an organization that was highly secretive and have resisted penetration.  

So the bureau is very capable of doing this job when they get properly motivated and incentivized.  And I would actually argue that the training you get taking the case from the intelligence stage through to completion, where you actually have to back it up is a great lesson in how to kick the tires on your sources because you can’t kid yourself when you’re in a courtroom about whether people – what people tell you is true or not true because you’re going to find out pretty quickly.  And I actually think it’s been helpful that the bureau has that range of activities.

MR. GANNON:  Okay.  Thank you.  Phil.

MR. MUDD:  It’s a horrible idea except that I’d like to run it so I just want to make that for the record.  (Laughter.)  Just one quick thought since this has already been – a lot of what I would say has bee mentioned already on the operational side.  

Let’s say you’re looking at a Hezbollah target in a U.S. city.  If you establish an MI-5, you’re developing the case, which is a federal investigative problem, and meanwhile there’s another entity developing the intelligence.  Both those entities – in contrast to Britain, 50 plus police departments, 17,000 here – both those entities presumably are coordinating with state and locals.  Both those entities have to have a formal requirement.  Right now we can do this at one table in the bureau, we could form a requirement to say, when are you going to pull your Intel source out of the case so we can get a law enforcement source in who can testify in court?  

I mean, I could go on and on about the operational complexities in a country that has so much decentralized law enforcement about two simultaneous operations going on in major cities liaising with foreign services in an age of globalization and police departments.  

And finally, in Washington, D.C. – and I’m not saying this just from speculation.  I’ve talked to friends in foreign services who will tell you the same thing.  That’s at least a 10-year bureaucratic tail before a modest amount of fighting stops.  Guaranteed 10 years before people start running across the street saying, look what those guys did.   They just blew the case.  Guaranteed 10 years.

MR. GANNON:  Pat?

MR. NEARY:  John, I’m afraid I’m not going to give you much diversity of opinion on this one.  As I mentioned earlier, I think the MI-5 model is great for the United Kingdom for the reasons the other panelists have said.  I think it’s inapplicable here.  

I would just add one additional view and that is just on the nature of the centralized route as opposed to a decentralized network approach.  When you move down the centralized route, it’s incredibly difficult to backtrack from that approach.  You were set upon a course that’s hard to change from.  Our approach, which is far more networked, while it does create frictions and headaches for Mike here in coordinating who does what in terms of strategic analysis on the domestic side and our work between FBI and DHS and we’ll occasionally bump up against one another, it’s still capable to change things fairly easily and fairly smoothly because it is a network and that’s a good reason to keep it.

MR. GANNON:  Great.  Thank you.

Q:  It is now big time.  It’s one of the fastest growing economies in the world.  How does that fact affect intelligence reform and specifically domestic intelligence reform?  Money’s fungible.  You’ve got the money, you can set up groups wherever you want.  How do we deal with that and especially in a world without borders?

MR. GANNON:  Mike, do you want to take it?  

SEC. CHERTOFF:  Well, I think that’s a very astute point.  You know, the line between – we just – we live in these legal boxes where everything is a category.  It’s crime or it’s foreign intelligence.  And the bad guys do not observe those rules.  

So going back to the FARC which morphed from a revolutionary terrorist organization into also being a drug dealing organization, the national security threat from transnational organized criminal groups is becoming – it’s not quite what terrorism is but it’s becoming a very, very serious priority.  And these are global organizations now.  

So you look at Hezbollah which uses illegal activities in this country to fund its activities overseas.  You look at what’s going on in the northern part of Mexico where you have transnational organized criminal groups.  

I think we’ve got to use all the tools in these cases.  What we can’t do is say, well, this – I mean, it’s preposterous to say we can’t use foreign intelligence tools against a transnational criminal organization until one day a leader of the organization gets up and says, I’m a political leader and then, oh, now we can switch on the foreign intelligence.  So we’ve got to really redo the architecture of the way we handle our foreign intelligence collection, our domestic collection.

MR. MUDD:  A couple of points on this.  It’s not only organized crime.  It’s human trafficking from Southeast Asia.  The globalization of law enforcement is so dramatic.  It’s child pornography from Eastern Europe.  I think these have a few implications we haven’t fully understood but I saw at every day at the table at the bureau.  

The first is you have to have a law enforcement capability that’s global.  My CIA friends in the past would say, you know, the bureau is moving in on our turf.  They’re not moving in on the Intel turf.  They’re moving in because – in a place like Indonesia because you have to be able to work with the locals picking up information to put somebody behind bars.  

In 1908 the bureau’s established because somebody got a car and could run into the next state after a bank robbery and the sheriff couldn’t deal with it.  Now you’ve got virtual pornography in Eastern Europe.  You’ve got human trafficking in Southeast Asia.  You’ve got narcotics out of Latin America being directed out of prisons in California.  

Every single problem we face is globalized.  So the first is global capability to chase these folks down.  

The second is network analysis and training network analysis for analysts I think is the wave of the future.  Every one of these organizations has commonalities that you can map electronically.  That’s e-mail.  That’s phone.  That’s financial activity.  That’s communications.  That’s travel.  I mentioned human beings and digital trails before our ability to understand a network of people so that we can take them out more rapidly.  

And the third and final one has to do with how we apply traditional intelligence methods, as the secretary said, in environments where people are going to start to see blurred lines between countries.  

I mean, to me, identity is becoming globalized.  We can’t say that because an electron passes through New Jersey and the communications are between Poland and Romania that we have to go through a legal process to collect, in my opinion.  I ain’t no lawyer but that makes no sense to me.  In a world of speeding globalization we need to have intelligence collection methods against amorphous international networks that match the way the world is moving.

MR. GANNON:  Thank you.  Pat.

MR. NEARY:  If the point hadn’t been brought home earlier, certainly the 9/11 and our problems, our difficulties with terrorism have made it absolutely clear that these problems are globalized and transnational criminal organizations are a direct threat to the national security of the United States.  You recognize that.  We recognize that.  We’re working those issues.  And that’s really all.

MR. GANNON:  Good.  Thanks, (Paul ?), for the question.  Next question.  Yes.  I’m sorry.

Q:  Kimberly Dozier with the AP.  Now, every panelist on this panel and previously today has mentioned the tension between intelligence collection and analysis and civil liberties.  What would be your first priority if you go to Capitol Hill and say, fix this now?  Would it be an all sorts intelligence network to analyze this data trail that Phil Mudd mentioned, the same kind of analysis that right now is leading to successful targeting in Afghanistan, Pakistan and Yemen?  Do you need that here?

MR. GANNON:  Mike, do you want to take it?

MR. LEITER:  Two points, Kim.  First, I actually – pardon me.  That was a good part of my answer.  I actually reject the basic premise that there’s an automatic tension between collection and civil liberties.  I think actually much of what we do with new technology can improve our collection and at the same time provide an auditing, review capability that increases people’s trust in the intelligence community and in the domestic security apparatus to properly use information.  

The second point I would make is although it makes a good talking point, there is no one thing.  It turns out that these are very complicated issues, touch on many different aspects that we face.  

A few quick examples.  Recently, in the intelligence authorization bill there was the Congress modified FOIA protection that will, in fact, help the National Counterterrorism Center to some extent have access to data that otherwise it might not have access to.  Very helpful.  

At the same time, as the secretary has noted, European restrictions on PNR data, enormous issue.  FISA, a very complicated statute with a changing technological landscape, difficult there.  Refugee data.  I mean, the list goes on and on and on.  

And that goes – that is caused by the fact that there isn’t – as the secretary also noted.  It’s not as though information is identified as terrorism information.  It is looking at lots and lots of information from different sources and figuring out whether or not it is terrorism information.  And because you’re going to a lot of different departments and agencies who have this information, a lot of different sources, a lot of different types of information, you have a plethora of protections, legal and policy that you have to address piece by piece by piece.  There’s not one answer here.  There are a series of very complicated issues.

MR. GANNON:  Any others want to comment?  Pat.

MR. NEARY:  I’d just extend to say that sometimes in shorthand we’ll talk about a tension between collection and privacy.  It really is only a shorthand and not an actual appropriate way to phrase it.  

I agree with Mike that the privacy and civil liberties issues are paramount.  It’s not a tension.  It’s a matter of learning what it is we can do and how we can do it no matter what circumstances.  Phil mentioned 100 years of experience in the bureau of trying to figure out – each time you make a mistake, there’s a few new rules added on.  That’s actually the way that we figure this out.  It’s not – the cases are always far more difficult when you look at the details than they are even in the public discussions thereof.  

And so, if we use shorthand phrases of tradeoffs or a tension between privacy, civil liberties and collection, I think we’re probably doing a disservice there.  It’s the fact that it’s a very, very difficult issue and it requires a great deal of tradecraft and professionalism in how we pursue it.  

MR. MUDD:  Okay.  It gives me great pain to agree with Mike, tremendous, especially since it’s on the record.  (Laughter.)  But I have to agree.  We live free or die.  That’s it.  That’s it.  Law enforcement isn’t – domestic security shouldn’t be in the business of sacrificing the primary goal of this country, live free or die, for security.  So live free or die trumps security in my judgment.  

Now, the real question is how far down the tail of someone heading toward violence do you want to go?  If the person’s talking about violence, done deal.  We’re going after him.  If they’re with a group that hates U.S. activity in Iraq or in Afghanistan, that’s fine.  

And as the secretary said, the problem in today’s culture is that the speed of globalization is the same for a company as it is for a kid.  You know, a couple of months, a kid would go into a cluster of people in New York City and all of a sudden, somebody says, look at this video and watch these poor children in Gaza and he says, I’m good to go.  Should we be looking that cluster of people?  Boy.  

So I think there’s not a tension.  And the thing I’d ask for is a serious conversation about how far down the tail of radicalization you want to go because every time we have a Fort Hood, people like me used to spend four months cleaning up after it when some guy wants to e-mail some idiot in Yemen.   Well, I’m not sure that’s a productive conversation.

MR. GANNON:  Other questions?  Yes.

Q:  Yes.  Hi.  Diana West, Washington Examiner.  We’re weighing the balance between civil liberties and security but I wanted to ask to switch gears a little and weigh the balance between security and Islamic sensitivities.  And we’ve been talking a good bit about Fort Hood in relation to perhaps extending the tolerance for domestic spying or things like that.  But Major Hasan had been giving public briefs to his fellow officers that perfectly track with classical jihad doctrine, 50-slide presentations, and this was not considered disturbing enough for him to be flagged and certainly stopped before he went to Fort Hood.  That would be a situation where I would call it a preponderance of concern for Islamic sensitivities.  Do you think we have the mix right?  Do you think we’re weighing Islamic sensitivities over security matters in such a case?  

MR. LEITER:  I can tell you that in the work we do, there’s no PC-ness.  If somebody looks like they’re being radicalized through Islamic ideology and – actually let me rephrase that – through al Qaeda’s ideology, not Islamic ideology, or any other ideology, we have no problem whatsoever trying to collect information about them, analyze them and make sure they’re disrupted.  

Now, speaking directly to the Fort Hood example I think it’s quite clear from the review that the Department of Defense did and the FBI did, information was not shared as effectively as it should be.  I think it is worthwhile though, frankly, that we do remember the sensitivities that are important to understand and appreciate because a lack of appreciation for legitimate sensitivities will in fact drive part of this radicalization process.  So that is not at all an argument that in a case like Fort Hood people shouldn’t have reported that or discussed it or analyzed in open investigations.  I think, again, that’s been covered quite well in the public record. 

But I do think we have to remember that this whole conversation from the National Counterterrorism Center and the FBI and the DHS, part of the goal has to be not to create more people who want to blow themselves up in this country.  And we do that by effective engagement with communities so the communities don’t feel that there’s an adversarial relationship between their government and those communities at risk.

SEC. CHERTOFF:  I would add one thing.  Increasingly, if we’re worried about homegrown terrorism and we want to get an early warning, we’re going to have to actually engage the communities where the recruiting takes place to counteract the recruiting and also to be willing to share information when there is a threat because we’re not going to have enough police and FBI agents to be in every single community.  

So when we have places, for example, where we had an issue of Somalia, young Somali men being recruited to go overseas and fight in Somalia and that obviously creates a risk back her at home, you need to get the community to raise its hand and say, there’s a problem here.  And that means they need to understand that the first victims of this kind of recruitment are going to be the children of the parents in that community itself.  

So it’s not just a question of sensitivity.  It’s a question of actually working with the communities on this issue.  This is a controversial issue because I know in Great Britain there’s a feeling sometimes that there’s a mixed message.  On the one hand, you want to engage and make people feel welcome and on the other hand, you’re asking people to inform in a sense when someone is becoming an extremist.  

But I think at the end of the day, from the community standpoint, both of those actions make sense.  The community should want to be engaged and integrated with the wider society but at the same time they’ve got to recognize that when a young person from a community blows himself up, that community has lost someone as well as the innocent people who’ve been killed.  So you really – this is not something we could do only as a government function.  It’s got to be a community-based function.

MR. MUDD:  A quick operational comment.  I don’t buy the Islamic sensitivities thing.  If you’re going down a path of violence, what I saw at the table is I don’t care where you’re from.  You’re going to get hunted.  

To me, one of the real questions here is if you look at the amount of violence in this country, I think sometimes when people look at a point target like Fort Hood and see something happen, they blow up Fort Hood and say, why can’t you find people like this?  If you look at the amount of people who are contemplating or might contemplate – I want to use that phrase advisedly – violence, sovereign nation, white supremacists, gang, drugs, Islamic radicals, the amount of wheat out there to sort through, the volume that we had to deal with operationally is huge.  

So some of it is just – when you’re dealing with the amount or the number of people in the tens or hundreds of thousands in this country who have committed or might commit or indicating they might commit an act of violence and you add onto that pile people who are looking or engaged in ideology that might lead them to take that step, you’re talking about hundreds of thousands of people, hundreds of thousands.  

And so operationally, it’s not only a civil liberties question of whether you want to look at them.  It’s a resources question that when you’re triaging somebody doing Hamas fundraising in Detroit and somebody looking at a jihadist website in Texas, I’d probably say Hamas fundraising is a federal crime.  We’re going to go after that guy.  And I can’t afford to go after 100,000 looking at websites and figure out which four of them.  I’m making it a little too simple but you have to understand the volume business and the triaging that goes on.

MR. NEARY:  I won’t speak to the specific of the Fort Hood case but I want to get to your large premise and be very clear that in doing our analysis in the department we follow where the intelligence leads.  And that is the nature of our mission and that’s how we conduct it.  

And in doing so, we are looking to develop real indicators for future incidents to try to prevent them and to debunk apparent indicators and that’s absolutely critical because after the fact anyone can look at an individual incident and say, well, clearly here are the indicators from this particular instant and here’s why you need to look at this group or look at this activity or look at this thought process and it may apply only to that one case, whereas with good intelligence tradecraft we look through a number of cases, a number of classified sources and say, is this a real indicator or not and then use that to pass along for operational purposes.  

We have built civil rights and civil liberties, a very robust capability, into our analytic process and they work with the analysts early on in the process.  This is not done at the end as sort of let’s scrub the document and see whether it meets some PC requirements.  It is built in where the analysts are working with their counterparts on civil rights and liberties who are asking the hard questions: is that a real indicator?  Why do you think so?  How did you get there?  And doing that all throughout the process as we develop our analysis.  And in fact, that’s the same civil rights and civil liberties part of DHS that has our outreach effort to some of the communities you mentioned so we feel pretty comfortable we’ve got a good mix there.

MR. GANNON:  Thank you.  Any one last question from the audience?  Oh, over here.  And could we in response I had promised the panel members a final statement if you wish to make it.  So last question and final statements.

Q:  Rob Reagal (ph).  It’s for the secretary and principal.  When I saw the state of domestic intelligence reform, I was sort of begging the question that I didn’t know we had something to reform from an intelligence perspective.  Could you give us some insight on the difference between threat information and intelligence for the audience’s sake so that they understand the difference between the two and why some things are easier to conduct than others?

SEC. CHERTOFF:  I don’t want to dominate this so I may just have a different view.  But the question was what did you – between threat information and intelligence.  Intelligence is a broad category and it’s used to support a lot of operational and policy decision making, both strategic and tactical.  

So intelligence can lead to changing the way we do things at the border.  If we see things are working well or not working well, they can raise policy issues in terms of the way we do things here at home or overseas that can result in organizational changes.  

A subset of that is threat information.  And during the years I was doing this, every day there were tons of threats coming across.  The two issues and the two variables that were important to us were specificity and credibility.  You know, the worst kind of threat is a highly credible, highly specific threat but in a way it’s the easiest thing because if it’s specific, you can take action against it.  The toughness is a low specificity, high-credible threat because it opens up the whole world of possibilities and that results in putting a lot of pressure on figuring out what you ought to do operationally.  

The key from my standpoint to threat information was this: every day that I was on the job or six out of seven days a week, after I got the intelligence and threat briefing in the morning, I sat down with some of the principal people in the department and we said, what are we going to do with this information today?  

I view the point of getting intelligence and threat briefing not as getting titillating details about interesting stuff going around in the world but as something you’re called for action and that meant that at the end of that session, we had to have two outcomes: either there was an operational change or action we were going to have to take in response to the threat or if there wasn’t sufficient information, there had to be a tasking to go out and collect more information.  

So that was always really the great lesson for me in this as a person who ran an operational agency.  It only makes sense if you act on it and that which I think – that’s the lubricant that in my experience keeps the process going because that also keeps the analysis moving.  It creates new mandates for collection and that is what circulates the flow of information.

MR. GANNON:  Thank you.  Any others?  Okay.  Mike, do you have any final comments you wanted to make or anyone?

MR. LEITER:  Just quickly I would note, first of all, thanks again.  I think this is an incredible valuable conversation to have before an attack occurs and not just after an attack.  Our ability to engage in a thoughtful debate about civil liberties, protection, collection, analysis in a bipartisan way is critical to enabling the people who work at NCTC, FBI, CIA, DHS, all those organizations.  We need that to enable our mission and keep people safe.  

If I had asked Congressman Hamilton or Governor Kean when they were doing the 9/11 Commission how many more Americans would be killed in the United States by al Qaeda or an al Qaeda inspired terrorists, I will venture a guess to answer in the following eight, nine years the answer would not have been 14.  Now, 14 are 14 too many: 13 at Fort Hood, one Carlos Bledsoe shooting an Army recruiter in Arkansas last year.  

But I think Phil did raise an excellent point that we have to put that 14 in the context of other challenges our country faces.  This is in part a statement against interests on the National Counterterrorism Center.  But we do have to put the threat in perspective, understand that we need to focus, of course, on the low-probability, high-impact event, whether or not that’s a complex attack or weapons of mass destruction, we have to do our very best to prevent that.  And we have to do our very best to prevent the low impact, high probability event like the Fort Hoods of the world.  

We have to work very hard against all of them but I’m not going to hit 10 for 10 on those low impact high probability events.  It is a big country.  It is a big world with a lot of people.  We have to work very hard.  We have to improve.  I think we have improved 12/25.  I think we’ve learned from that, from Times Square.  We’ve learned from all of these.  But we’re not going to have a perfect bating average.  And it is important that Americans understand that.  

And it is important that we approach this with a sense of national resilience that in fact shows that this country is not going to be defeated by Nidal Hasan or Faisal Shahzad or anyone like them, that we’re a tough country and the day after people are at work in Times Square and they’re working at Fort Hood and they’re traveling in airplanes.  And these sorts of attacks they will occur but we have to do everything we can to stop to them, but they are not cutting at the very fabric of our society.

MR. GANNON:  Thank you, Mike.  Mike Chertoff?

SEC. CHERTOFF:  I guess three quick points.  One is I think implicit in what we’ve said intelligence is not soothsaying.  It’s prophecy.  There’s no absolutely perfect ability to predict what’s going to happen.  And we have to bear that in mind that you’re never going to get to perfection, although we aspire to be 100 percent in our success.  

Second, I have to echo want Michael Leiter said.  Any terrorist attack that costs lives is very bad but there is a difference between a bad terrorist attack and an existential threat that would occur if we had a biological attack on the country or a series of devastating radiological attacks or something of that sort.  And where you have limited resources, particularly the federal government has to focus on those areas with the highest impact, where the U.S. government has unique capabilities.  And that’s one of the reasons I think getting state and local authorities into the business of collecting and analyzing in a networked way is a very good way to distribute the responsibility.

The last thing I would say is we do have a lot of uncertainty about the rules.  I actually think sometimes there’s less uncertainty than we think because a lot of time there grows up kind of urban legend about what the law is as opposed to actually looking at the law.  

But it results in this consequence: the people who are responsible for carrying out the intelligence activities become very risk adverse.  Time and again they’ve seen that.  They’re told to go out and be aggressive and then when the immediate threat is passed, they’re punished for being aggressive.  

What we owe the people who carry out the activities in the intelligence community overseas or even those that are here is a clarity of the rules.  If we decide we don’t want to do certain things or we don’t want to collect a certain kind of information,  we should say that with clarity and then those who make the rules ought to stand behind that decision and accept responsibility if it turns out that we missed something.  

Alternatively, if we do say we want to collect certain information, then we ought to stand behind the people who do the collecting by giving them a clarity of support in terms of what the rules are.  

And that I think is the piece that’s missing.  We haven’t sat down and in a systematic way look to the overall legal architecture of what we’re doing and come to a consensus and pass laws that will give people the direction and the protection that they’re entitled to have when they put themselves out to protect the country.

MR. GANNON:  Thank you.  Phil.

MR. MUDD:  I guess I’ll sort of go along with the secretary.  I’m a bit surprised that nine years into this we still struggle to have mature conversations in this country, especially in the wake of events, whether it’s December 25th or Fort Hood.  In some ways, as a security professional I take heart in that.  If we’d had a series of incidents in this country, people wouldn’t ask so many questions.  And I’m kind of proud – I know it seems ironic – that there are ugly debates.  

But nine years in we ought to be a bit mature in these situations to say, do you want us to collect against people who are looking at jihad on the Internet?  And if not, there are implications to that.  If so, I personally wouldn’t want to be part of it but please, as the secretary, say it.  

And in the wake of every incidence, don’t be going – I know this is sort of titling at windmills in this town – but don’t go looking at what electron didn’t go in the right place at the right time or whose head ought to be on the platter.  Ask the question again how can we do better in the future?  We made a mistake in the past and how do we move on?  

This is one of the bigger national security threats we faced in my generation and our ability to speak maturely – and that’s why these forums are good – is still quite limited, especially compared to what my friends in security services overseas deal with.  Over beers they laugh at us.  They laugh at us.  And it’s painful to be in a situation nine years in where we can’t have mature conversations about how to do better in national security.  

MR. GANNON:  Pat?

MR. NEARY:  I won’t tilt at that windmill.  I’ll tilt at a different one.  I would just say that from my time in the old foreign intelligence community, occasionally we would get down roles and missions, role where we try to deconflict everything.  And it was usually detrimental to the overall health of the community to do that.  

Since we’re talking about the state of domestic intelligence reform, I want to put down a marker that we need to avoid making the same mistake on this domestic side that we did in the old foreign intelligence community by becoming obsessed with the roles and missions.  If we’re going to go down this network path which we have chosen, there’s going to be overlap.  We need to embrace that and deal with it, again, calling for maturity in another realm that may be impossible to get but we can actually hope for it.  

I’ll say on behalf of my own organization, it has a unique nexus at the center of both federal and state and local and law enforcement and intelligence that can play a vital role in that regard in being a two-way conduit of information.  That doesn’t mean, for example, that we need to be the only conduit.  There are other ways information can get passed out to state and locals in preparation to come up from them but we are a unique advocate for that role.  

And I want to underscore how important that is is the most fundamental change in my opinion that came out of the entire Intelligence Reform and Terrorism Prevention Act on the domestic side was this inclusion of the state and local aspects of our government as part and members, partners of the intelligence community.  And someone has to be an advocate for that.  I contend that’s a key job for my organization.

MR. GANNON:  Thank you.  I want to thank Michael Leiter and Michael Chertoff, Phil Mudd and Pat Neary for this panel.  Two great panels I think this morning.  Also I want to acknowledge that Karen Wagner who is the undersecretary for intelligence analysis at the Department of Homeland Security was the designated (performer ?) here today but she got called away in another mission by the secretary yesterday afternoon so Pat, tell her we missed her.  And you can also let her know that you were a very able substitute.  Thanks.  Thanks very much everyone.  (Applause.) 
(END)

